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The Mako System is an end-to-end PCI DSS-certified network 
management solution that creates a secure network environment to protect 
payment terminals and cardholder data. For merchants, Mako handles nearly all of 
the most challenging aspects of PCI compliance around network security and other 
technical criteria.

A secure network environment lays the groundwork for a secure business. Recent 
data breaches in the retail sector have underlined the importance of maintaining a 
cardholder data environment that doesn’t leak information, and meets the highest 
levels of PCI auditing.

This document details how Mako Networks protects businesses and assists in meeting 
the full PCI DSS v3.0 criteria, using on-site network appliances combined with our 
powerful cloud-based Central Management System.

Together, these elements create the only fully PCI DSS certified solution with an 
Attestation of Compliance that extends to cover merchants.

Please contact sales@makonetworks.com to discuss your questions or PCI DSS 
compliance project.

The Mako System 
and PCI DSS v3.0 Compliance Map

PCI DSS Requirement How Mako Assists

1 Install and maintain a firewall 
configuration to protect 
cardholder data

The Mako System includes use of an independently certified firewall to 
protect your business, but it also does much more than that. This is the most 
technically challenging of the PCI DSS requirements, and Mako ensures 
your network is correctly configured to protect payment systems and 
sensitive data.

2 Do not use vendor-supplied 
defaults for system passwords 
and other security parameters

For the second-most challenging technical element of PCI DSS compliance, 
Mako does not use any default passwords, and helps to ensure that all 
systems are protected by strong passwords, encryption, cryptography and 
other security measures.

10 Track and monitor all access 
to network resources and 
cardholder data

The Mako System keeps a detailed log of all user activity, and protects 
access to vital systems through strong two-factor authentication.

6 Develop and maintain secure 
systems and applications

Mako develops all its technologies in accordance with leading security 
practices. In fact, Mako Networks is fully PCI DSS certified every year in an 
annual security audit.  However, customer applications and development 
processes also need to be checked to ascertain whether they comply with 
PCI DSS criteria.

7 Restrict access to cardholder 
data by business need to know

The Mako System restricts access to certain areas of the network, but 
the merchant must also create and maintain access procedures if storing 
cardholder data.

4 Encrypt transmission of 
cardholder data across open, 
public networks

The Mako System creates encrypted VPNs to protect data in transit, however 
cardholder data must be encrypted by other means when first entered into 
the payment network.

8 Identify and authenticate access 
to system components

All users must be authenticated to access the Mako System. 
However, merchants are responsible for managing access to other 
system components.

The following requirements combine policies and procedures with technical elements, and use the 
Mako System to a lesser extent to achieve compliance.

11 Regularly test security systems 
and processes

PCI compliance isn’t a checkbox exercise. Throughout the year, merchants 
are required to regularly test their system for vulnerabilities and ensure that 
policies and procedures are being followed.

3 Protect stored cardholder data Storing cardholder data can be risky and exposes your business to risk. 
Mako suggests that merchants avoid storing cardholder data if possible. 
However, if cardholder data must be retained, special procedures need to 
be followed to keep it secure.

12 Maintain a policy that addresses 
information security for all 
personnel

People are an important part of maintaining security and PCI compliance, 
and this requirement deals specifically with the polices and procedures that 
they need to follow.

5 Protect all systems against 
malware and regularly update 
anti-virus software or programs

The Mako System monitors for unusual network traffic and protects 
your business from external threats. However, other individual system 
components must also be protected by maintaining antivirus protection 
and software patches.

9 Restrict physical access to 
cardholder data

Mako suggests that merchants avoid storing cardholder data if possible. 
However if cardholder data has to be retained, there are special conditions 
that must be met to help keep it secure by limiting access.

 n Note: This document applies to customer locations using Mako 6500 
series network appliances with a valid PCI DSS License and PCI DSS 
template correctly configured and applied to their network.
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PCI DSS Requirement Testing Procedures Guidance How Mako Assists

Section One:
Install and maintain a firewall configuration to protect cardholder data.
1.1
Establish and implement firewall and router 
configuration standards that include the following:

Inspect the firewall and router configuration standards and other 
documentation specified below and verify that standards are 
complete and implemented as follows:

Firewalls and routers are key components of the architecture that 
controls entry to and exit from the network. These devices are software 
or hardware devices that block unwanted access and manage authorized 
access into and out of the network.

Configuration standards and procedures will help to ensure that 
the organization’s first line of defense in the protection of its data 
remains strong.

The Mako System includes default ‘Deny All’ firewall 
rules, automatically added to the PCI DSS LANs 
according to the PCI DSS Template. Specific ‘allow’ 
rules are created to provide access to the selected 
payment gateway providers. Audited testing 
ensures that the PCI DSS Template firewall rules are 
correctly applied and used by Mako appliances.

1.1.1
A formal process for approving and testing all 
network connections and changes to the firewall 
and router configurations.

a) Examine documented procedures to verify there is a formal 
process for testing and approval of all:

 § Network connections, and;

 § Changes to firewall and router configurations

A documented and implemented process for approving and testing all 
connections and changes to the firewalls and routers will help prevent 
security problems caused by mis-configuration of the network, router, 
or firewall.

Without formal approval and testing of changes, records of the changes 
might not be updated, which could lead to inconsistencies between 
network documentation and the actual configuration.

Only authorized users may make changes to 
the PCI DSS LAN, and a password and business 
justification must be entered to confirm any 
changes. These changes are recorded and retained 
as part of the audit trail.

b) For a sample of network connections, interview responsible 
personnel and examine records to verify that network 
connections were approved and tested.

This item is the merchant’s responsibility.

c) Identify a sample of actual changes made to firewall and router 
configurations, compare to the change records, and interview 
responsible personnel to verify the changes were approved 
and tested.

Changes made to the PCI DSS LAN are recorded 
and retained as part of the audit trail. The audit 
logs should be reviewed by authorized personnel 
as part of their compliance program.

1.1.2
Current diagram that identifies all networks, 
network devices, and system components, with all 
connections between the CDE and other networks, 
including any wireless networks.

a) Examine diagrams and observe network configurations to verify 
that a current network diagram exists and that it documents all 
connections to cardholder data, including any wireless networks.

Network diagrams describe how networks are configured, and identify 
the location of all network devices.

Without current network diagrams, devices could be overlooked and be 
unknowingly left out of the security controls implemented for PCI DSS 
and thus be vulnerable to compromise.

The Mako CMS automatically generates a 
network diagram that displays all current network 
connections—including wireless networks.

b) Interview responsible personnel to verify that the diagram is 
kept current.

The Mako CMS automatically updates the 
network diagram if any changes are made to the 
network environment.

1.1.3
Current diagram that shows all cardholder data 
flows across systems and networks.

Examine data-flow diagram and interview personnel to verify 
the diagram:

 § Shows all cardholder data flows across systems and networks.

 § Is kept current and updated as needed upon changes to 
the environment.

Cardholder data-flow diagrams identify the location of all cardholder 
data that is stored, processed, or transmitted within the network.

Network and cardholder data-flow diagrams help an organization 
to understand and keep track of the scope of their environment, by 
showing how cardholder data flows across networks and between 
individual systems and devices.

The Mako CMS automatically generates a 
network diagram and shows cardholder data flow 
throughout the business. If the merchant stores 
cardholder data, the merchant must indicate this 
on their network diagram using their own means; 
this is not a function provided by the Mako System. 

Mako recommends merchants avoid storing 
cardholder data if possible.

1.1.4
Requirements for a firewall at each Internet 
connection and between any demilitarized zone 
(DMZ) and the internal network zone.

a) Examine the firewall configuration standards and verify that they 
include requirements for a firewall at each Internet connection 
and between any DMZ and the internal network zone.

Using a firewall on every Internet connection coming into (and out of ) 
the network, and between any DMZ and the internal network, allows the 
organization to monitor and control access and minimizes the chances 
of a malicious individual obtaining access to the internal network via an 
unprotected connection.

The Mako System includes a PCI DSS Template, 
which ensures that a PCI DSS-compliant firewall 
is created between all Intranets and Demilitarized 
Zones (DMZs).

b) Verify that the current network diagram is consistent with the 
firewall configuration standards.

The network diagram automatically generated 
by the Mako System displays current firewall 
configuration information.

c) Observe network configurations to verify that a firewall is in 
place at each Internet connection and between any demilitarized 
zone (DMZ) and the internal network zone, per the documented 
configuration standards and network diagrams.

The network diagram automatically generated 
by the Mako System displays current firewall 
configuration information.

1.1.5
Description of groups, roles, and responsibilities for 
management of network components.

a) Verify that firewall and router configuration standards include a 
description of groups, roles, and responsibilities for management 
of network components.

This description of roles and assignment of responsibilities ensures that 
personnel are aware of who is responsible for the security of all network 
components, and that those assigned to manage components are aware 
of their responsibilities. If roles and responsibilities are not formally 
assigned, devices could be left unmanaged.

Groups, roles and responsibilities are managed in 
the User Management section of the Mako CMS.

b) Interview personnel responsible for management of network 
components to confirm that roles and responsibilities are 
assigned as documented.

This item is the merchant’s responsibility.



Page 3 of 22Mako PCI DSS v3.0 Compliance Map 2015 MAKONETWORKS.COM

PCI DSS Requirement Testing Procedures Guidance How Mako Assists
1.1.6
Documentation and business justification for use of 
all services, protocols, and ports allowed, including 
documentation of security features implemented 
for those protocols considered to be insecure.

Examples of insecure services, protocols, or ports 
include but are not limited to FTP, Telnet, POP3, 
IMAP, and SNMP v1 and v2.

a) Verify that firewall and router configuration standards include 
a documented list of all services, protocols and ports, including 
business justification for each—for example, hypertext transfer 
protocol (HTTP) and Secure Sockets Layer (SSL), Secure Shell 
(SSH), and Virtual Private Network (VPN) protocols.

Compromises often happen due to unused or insecure service and ports, 
since these often have known vulnerabilities and many organizations 
don’t patch vulnerabilities for the services, protocols, and ports they don’t 
use (even though the vulnerabilities are still present). By clearly defining 
and documenting the services, protocols, and ports that are necessary for 
business, organizations can ensure that all other services, protocols, and 
ports are disabled or removed.

If insecure services, protocols, or ports are necessary for business, the 
risk posed by use of these protocols should be clearly understood and 
accepted by the organization, the use of the protocol should be justified, 
and the security features that allow these protocols to be used securely 
should be documented and implemented. If these insecure services, 
protocols, or ports are not necessary for business, they should be 
disabled or removed.

For all changes to the PCI DSS LAN that are not 
specifically catered for by the PCI DSS Template, 
a business justification must be recorded in the 
Mako CMS. This is available for review by system 
administrators, and fulfills the documentation 
requirements of the PCI standards.

By default, both the PCI DSS and non-PCI DSS LANs 
deny all inbound connections.

Additionally, since PCI DSS v3.0 was drafted, 
insecurities were found with SSL. Mako uses 
modern Transport Layer Security (TLS) version 1.1 
or later.

b) Identify insecure services, protocols, and ports allowed; and verify 
that security features are documented for each service.

c) Examine firewall and router configurations to verify that the 
documented security features are implemented for each insecure 
service, protocol, and port.

1.1.7
Requirement to review firewall and router rule sets 
at least every six months.

a) Verify that firewall and router configuration standards require 
review of firewall and router rule sets at least every six months.

This review gives the organization an opportunity at least every six 
months to clean up any unneeded, outdated, or incorrect rules, and 
ensure that all rule sets allow only authorized services and ports that 
match the documented business justifications.

Organizations with a high volume of changes to firewall and router rule 
sets may wish to consider performing reviews more frequently, to ensure 
that the rule sets continue to meet the needs of the business.

This item is the merchant’s responsibility.

b) Examine documentation relating to rule set reviews and 
interview responsible personnel to verify that the rule sets are 
reviewed at least every six months.

This item is the merchant’s responsibility.

1.2
Build firewall and router configurations that restrict 
connections between untrusted networks and 
any system components in the cardholder data 
environment. 

Note: An “untrusted network” is any network that 
is external to the networks belonging to the entity 
under review, and/or which is out of the entity’s 
ability to control or manage.

Examine firewall and router configurations and perform the 
following to verify that connections are restricted between 
untrusted networks and system components in the cardholder 
data environment:

It is essential to install network protection between the internal, trusted 
network and any untrusted network that is external and/or out of the 
entity’s ability to control or manage. Failure to implement this measure 
correctly results in the entity being vulnerable to unauthorized access by 
malicious individuals or software.

For firewall functionality to be effective, it must be properly configured to 
control and/or limit traffic into and out of the entity’s network.

By default, the Mako System denies all inbound 
traffic and allows all outbound traffic. These default 
rules are further restricted when the PCI DSS 
Template is applied to deny both inbound and 
outbound traffic except for payment transactions, 
which are allowed to connect to the Payment 
Gateway provider.

1.2.1
Restrict inbound and outbound traffic to that 
which is necessary for the cardholder data 
environment, and specifically deny all other traffic.

a) Examine firewall and router configuration standards to verify that 
they identify inbound and outbound traffic necessary for the 
cardholder data environment.

This requirement is intended to prevent malicious individuals from 
accessing the entity’s network via unauthorized IP addresses or from 
using services, protocols, or ports in an unauthorized manner (for 
example, to send data they’ve obtained from within your network out to 
an untrusted server).

Implementing a rule that denies all inbound and outbound traffic that 
is not specifically needed helps to prevent inadvertent holes that would 
allow unintended and potentially harmful traffic in or out.

When the PCI DSS Template is applied, all inbound 
and outbound traffic is denied with the exception 
of payment transactions, which are allowed to 
connect to the Payment Gateway provider.

Any business justification rules that you add to the 
standard PCI DSS Template are at your own risk, 
and may affect your compliance status. Business 
Justification rules need to be considered very 
carefully before they are applied.

b) Examine firewall and router configurations to verify that inbound 
and outbound traffic is limited to that which is necessary for the 
cardholder data environment.

c) Examine firewall and router configurations to verify that all 
other inbound and outbound traffic is specifically denied, for 
example by using an explicit “deny all” or an implicit deny after 
allow statement.

1.2.2
Secure and synchronize router configuration files.

a) Examine router configuration files to verify they are secured from 
unauthorized access.

While the running (or active) router configuration files include the 
current, secure settings, the start-up files (which are used when routers 
are re-started or booted) must be updated with the same secure settings 
to ensure these settings are applied when the start-up configuration 
is run.

Because they only run occasionally, start-up configuration files are often 
forgotten and are not updated. When a router re-starts and loads a 
start-up configuration that has not been updated with the same secure 
settings as those in the running configuration, it may result in weaker 
rules that allow malicious individuals into the network.

Mako device configuration files are securely 
transported between the CMS and network 
appliances using Transport Layer Security (TLS) 
encryption. Configuration files are updated 
immediately when any changes in the CMS 
are applied that effect network appliance 
operation directly.

b) Examine router configurations to verify they are synchronized—
for example, the running (or active) configuration matches the 
start-up configuration (used when machines are booted).
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PCI DSS Requirement Testing Procedures Guidance How Mako Assists
1.2.3
Install perimeter firewalls between all wireless 
networks and the cardholder data environment, 
and configure these firewalls to deny or, if traffic 
is necessary for business purposes, permit 
only authorized traffic between the wireless 
environment and the cardholder data environment.

a) Examine firewall and router configurations to verify that there are 
perimeter firewalls installed between all wireless networks and 
the cardholder data environment.

The known (or unknown) implementation and exploitation of wireless 
technology within a network is a common path for malicious individuals 
to gain access to the network and cardholder data. If a wireless device 
or network is installed without the entity’s knowledge, a malicious 
individual could easily and “invisibly” enter the network. If firewalls do not 
restrict access from wireless networks into the CDE, malicious individuals 
that gain unauthorized access to the wireless network can easily connect 
to the CDE and compromise account information.

Firewalls must be installed between all wireless networks and the CDE, 
regardless of the purpose of the environment to which the wireless 
network is connected. This may include, but is not limited to, corporate 
networks, retail stores, guest networks, warehouse environments, etc.

The Mako System restricts access to and from 
Wireless networks generated by Mako appliances 
by default.

Administrators may bridge the wireless network to 
the CDE, but note that this may require additional 
wireless scanning to remain compliant. All changes 
must be authorized by an administrator using 
a password.

b) Verify that the firewalls deny or, if traffic is necessary for business 
purposes, permit only authorized traffic between the wireless 
environment and the cardholder data environment.

1.3
Prohibit direct public access between the Internet 
and any system component in the cardholder 
data environment.

Examine firewall and router configurations—including but not 
limited to the choke router at the Internet, the DMZ router and 
firewall, the DMZ cardholder segment, the perimeter router, and the 
internal cardholder network segment—and perform the following 
to determine that there is no direct access between the Internet and 
system components in the internal cardholder network segment:

A firewall’s intent is to manage and control all connections between 
public systems and internal systems, especially those that store, 
process or transmit cardholder data. If direct access is allowed between 
public systems and the CDE, the protections offered by the firewall are 
bypassed, and system components storing cardholder data may be 
exposed to compromise.

When the PCI DSS Template is applied, all inbound 
and outbound traffic is denied with the exception 
of payment transactions, which are allowed to 
connect to the Payment Gateway provider.

Any Business Justification rules added to the 
standard PCI DSS Template are at your own risk, 
and may affect compliance status. Business 
Justification rules need to be considered very 
carefully before they are applied.

1.3.1
Implement a DMZ to limit inbound traffic to only 
system components that provide authorized 
publicly accessible services, protocols, and ports.

 § Examine firewall and router configurations to verify that a DMZ is 
implemented to limit inbound traffic to only system components 
that provide authorized publicly accessible services, protocols, 
and ports.

The DMZ is that part of the network that manages connections between 
the Internet (or other untrusted networks), and services that an 
organization needs to have available to the public (like a web server).

This functionality is intended to prevent malicious individuals from 
accessing the organization’s internal network from the Internet, or from 
using services, protocols, or ports in an unauthorized manner.

The Mako PCI DSS Template limits traffic as 
required to remain PCI DSS compliant.

1.3.2
Limit inbound Internet traffic to IP addresses within 
the DMZ.

 § Examine firewall and router configurations to verify that inbound 
Internet traffic is limited to IP addresses within the DMZ.

The PCI DSS Template limits traffic only to IP 
addresses within the DMZ.

1.3.3
Do not allow any direct connections inbound or 
outbound for traffic between the Internet and the 
cardholder data environment.

 § Examine firewall and router configurations to verify direct 
connections inbound or outbound are not allowed for traffic 
between the Internet and the cardholder data environment.

Examination of all inbound and outbound connections allows for 
inspection and restriction of traffic based on the source and/or 
destination address, as well as inspection and blocking of unwanted 
content, thus preventing unfiltered access between untrusted and 
trusted environments. This helps prevent, for example, malicious 
individuals from sending data they’ve obtained from within your network 
out to an external untrusted server in an untrusted network.

When the PCI DSS Template is applied, all inbound 
and outbound traffic is denied with the exception 
of payment transactions, which are allowed to 
connect to the Payment Gateway provider.

Any Business Justification rules that you add to the 
standard PCI DSS Template are at your own risk, 
and may affect your compliance status. Business 
Justification rules need to be considered very 
carefully before they are applied.

1.3.4
Implement anti-spoofing measures to detect and 
block forged source IP addresses from entering 
the network – For example, block traffic originating 
from the Internet with an internal source address.

 § Examine firewall and router configurations to verify that internal 
addresses cannot pass from the Internet into the DMZ.

Normally a packet contains the IP address of the computer that originally 
sent it so other computers in the network know where the packet 
came from. Malicious individuals will often try to spoof (or imitate) the 
sending IP address so that the target system believes the packet is from 
a trusted source.

Filtering packets coming into the network helps to, among other things, 
ensure packets are not “spoofed” to look like they are coming from an 
organization’s own internal network.

Mako’s firewall technology automatically detects 
and blocks spoofed IP addresses.

1.3.5
Do not allow unauthorized outbound traffic from 
the cardholder data environment to the Internet.

 § Examine firewall and router configurations to verify that 
outbound traffic from the cardholder data environment to the 
Internet is explicitly authorized.

All traffic outbound from the cardholder data environment should 
be evaluated to ensure that it follows established, authorized rules. 
Connections should be inspected to restrict traffic to only authorized 
communications (for example by restricting source/destination 
addresses/ports, and/or blocking of content).

When the PCI DSS Template is applied, all inbound 
and outbound traffic is denied with the exception 
of payment transactions, which are allowed to 
connect to the Payment Gateway provider.

Any Business Justification rules that you add to the 
standard PCI DSS Template are at your own risk, 
and may affect your compliance status. Business 
Justification rules need to be considered very 
carefully before they are applied.
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PCI DSS Requirement Testing Procedures Guidance How Mako Assists
1.3.6
Implement stateful inspection, also known as 
dynamic packet filtering – That is, only “established” 
connections are allowed into the network.

 § Examine firewall and router configurations to verify that the 
firewall performs stateful inspection (dynamic packet filtering). 
(Only established connections should be allowed in, and only if 
they are associated with a previously established session.)

A firewall that performs stateful packet inspection maintains the “state” 
(or the status) for each connection through the firewall. By maintaining 
the “state,” the firewall knows whether an apparent response to a 
previous connection is actually a valid, authorized response (since it 
retains each connection’s status) or is malicious traffic trying to trick the 
firewall into allowing the connection.

The Mako System’s firewall uses Stateful Packet 
Inspection technology.

Dynamic Packet Filtering is enabled in the PCI DSS 
network using the Mako System. All unauthorized 
packets are dropped and logged. A summary of 
these events is included in the reports generated 
by the Mako System.

1.3.7
Place system components that store cardholder 
data (such as a database) in an internal network 
zone, segregated from the DMZ and other 
untrusted networks.

System components that store cardholder data 
must not be located in a DMZ or be accessible from 
the Internet or other untrusted networks.

 § Examine firewall and router configurations to verify that 
system components that store cardholder data are on an 
internal network zone, segregated from the DMZ and other 
untrusted networks.

If cardholder data is located within the DMZ, it is easier for an external 
attacker to access this information, since there are fewer layers to 
penetrate. Securing system components that store cardholder data in 
an internal network zone that is segregated from the DMZ and other 
untrusted networks by a firewall can prevent unauthorized network 
traffic from reaching the system component. 

Note: This requirement is not intended to apply to temporary storage of 
cardholder data in volatile memory.

Any cardholder databases should be located in the 
Mako-protected PCI DSS network, as the PCI DSS 
network is segregated from other networks when 
the template is applied. 

It is the merchant’s responsibility to ensure that no 
cardholder data is stored outside the PCI LAN.

1.3.8
Do not disclose private IP addresses and routing 
information to unauthorized parties.

Note: Methods to obscure IP addressing may 
include, but are not limited to:

 § Network Address Translation (NAT);

 § Placing servers containing cardholder data 
behind proxy servers/firewalls;

 § Removal or filtering of route advertisements 
for private networks that employ 
registered addressing, and;

 § Internal use of RFC1918 address space instead of 
registered addresses.

a) Examine firewall and router configurations to verify that methods 
are in place to prevent the disclosure of private IP addresses and 
routing information from internal networks to the Internet.

Restricting the disclosure of internal or private IP addresses is essential to 
prevent a hacker “learning” the IP addresses of the internal network, and 
using that information to access the network.

Methods used to meet the intent of this requirement may vary 
depending on the specific networking technology being used. For 
example, the controls used to meet this requirement may be different for 
IPv4 networks than for IPv6 networks.

Mako’s Central Management servers have been 
audited to PCI DSS Level 1 Service Provider 
standards. The Mako System enforces Network 
Address Translation between the PCI DSS LAN 
and the Internet, and the PCI DSS LAN explicitly 
prohibits routing advertisements or protocols.

b) Interview personnel and examine documentation to verify that 
any disclosure of private IP addresses and routing information to 
external entities is authorized.

The Mako CMS requires all users to log in, 
therefore all disclosure has been authorized by an 
administrator at each location.

1.4
Install personal firewall software on any mobile 
and/or employee-owned devices that connect 
to the Internet when outside the network (for 
example, laptops used by employees), and which 
are also used to access the network. Firewall 
configurations include:

 § Specific configuration settings are defined for 
personal firewall software;

 § Personal firewall software is 
actively running, and;

 § Personal firewall software is not alterable 
by users of mobile and/or employee-
owned devices.

a) Examine policies and configuration standards to verify:

 § Personal firewall software is required for all mobile and/or 
employee-owned devices that connect to the Internet (for 
example, laptops used by employees) when outside the network, 
and which are also used to access the network;

 § Specific configuration settings are defined for personal 
firewall software;

 § Personal firewall software is configured to actively run, and;

 § Personal firewall software is configured to not be alterable by 
users of mobile and/or employee-owned devices.

Portable computing devices that are allowed to connect to the Internet 
from outside the corporate firewall are more vulnerable to Internet-
based threats. Use of a personal firewall helps to protect devices from 
Internet-based attacks, which could use the device to gain access the 
organization’s systems and data once the device is re-connected to 
the network.

The specific firewall configuration settings are determined by 
the organization.

Note: The intent of this requirement applies to employee-owned and 
company-owned computers. Systems that cannot be managed by 
corporate policy introduce weaknesses to the perimeter and provide 
opportunities that malicious individuals may exploit. Allowing untrusted 
systems to connect to an organization’s network could result in access 
being granted to attackers and other malicious users.

This item is the merchant’s responsibility.

b) Inspect a sample of mobile and/or employee-owned devices to 
verify that personal firewall software:

 § is installed and configured per the organization’s specific 
configuration settings;

 § is actively running, and;

 § is not alterable by users of mobile and/or employee-
owned devices.

This item is the merchant’s responsibility.

1.5
Ensure that security policies and operational 
procedures for managing firewalls are 
documented, in use, and known to all 
affected parties.

Examine documentation and interview personnel to verify that 
security policies and operational procedures for managing 
firewalls are documented, in use, and known to all affected parties.

Personnel need to be aware of and following security policies and 
operational procedures to ensure firewalls and routers are continuously 
managed to prevent unauthorized access to the network.

This item is the merchant’s responsibility.
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PCI DSS Requirement Testing Procedures Guidance How Mako Assists

Section Two:
Do not use vendor-supplied defaults for system passwords and other security parameters.
2.1
Always change vendor-supplied defaults and 
remove or disable unnecessary default accounts 
before installing a system on the network. This 
applies to ALL default passwords, including but 
not limited to those used by operating systems, 
software that provides security services, application 
and system accounts, point-of-sale (POS) terminals, 
Simple Network Management Protocol (SNMP) 
community strings, etc.

a) Choose a sample of system components, and attempt to log on 
(with system administrator help) to the devices and applications 
using default vendor-supplied accounts and passwords, to 
verify that ALL default passwords (including those on operating 
systems, software that provides security services, application 
and system accounts, POS terminals, and Simple Network 
Management Protocol (SNMP) community strings) have been 
changed. (Use vendor manuals and sources on the Internet to 
find vendor-supplied accounts/passwords.)

Malicious individuals (external and internal to an organization) often use 
vendor default settings, account names, and passwords to compromise 
operating system software, applications, and the systems on which they 
are installed. Because these default settings are often published and are 
well known in hacker communities, changing these settings will leave 
systems less vulnerable to attack.

Even if a default account is not intended to be used, changing the default 
password to a strong unique password and then disabling the account 
will prevent a malicious individual from re-enabling the account and 
gaining access with the default password.

The Mako System does not use any default 
usernames or passwords.

Remember to check any PCs, DVRs or other devices 
within the CDE to ensure default settings have 
been changed.

2.1 (cont.) b) For the sample of system components, verify that all unnecessary 
default accounts (including accounts used by operating systems, 
security software, applications, systems, POS terminals, SNMP, 
etc.) are removed or disabled.

As previously stated. The Mako System does not use default 
configurations or accounts. Merchants are 
responsible for other system components 
and elements.

c) Interview personnel and examine supporting documentation to 
verify that:

 § All vendor defaults (including default passwords on operating 
systems, software providing security services, application and 
system accounts, POS terminals, Simple Network Management 
Protocol (SNMP) community strings, etc.) are changed before a 
system is installed on the network.

 § Unnecessary default accounts (including accounts used by 
operating systems, security software, applications, systems, POS 
terminals, SNMP, etc.) are removed or disabled before a system is 
installed on the network.

This item is the merchant’s responsibility.

2.1.1
For wireless environments connected to the 
cardholder data environment or transmitting 
cardholder data, change ALL wireless vendor 
defaults at installation, including but not limited to 
default wireless encryption keys, passwords, and 
SNMP community strings.

a) Interview responsible personnel and examine supporting 
documentation to verify that:

 § Encryption keys were changed from default at installation

 § Encryption keys are changed anytime anyone with knowledge of 
the keys leaves the company or changes positions.

If wireless networks are not implemented with sufficient security 
configurations (including changing default settings), wireless sniffers can 
eavesdrop on the traffic, easily capture data and passwords, and easily 
enter and attack the network.

In addition, the key-exchange protocol for older versions of 802.11x 
encryption (Wired Equivalent Privacy, or WEP) has been broken and can 
render the encryption useless. Firmware for devices should be updated 
to support more secure protocols.

There is no such things as a default configuration 
within the Mako System, and new users are not 
provided with a default password. Instead, users 
are sent a one-time activation code by email and 
then prompted to create an individual password. 
Encryption keys are not exposed to users at 
any stage.

b) Interview personnel and examine policies and procedures 
to verify:

 § Default SNMP community strings are required to be changed 
upon installation.

 § Default passwords/phrases on access points are required to be 
changed upon installation.

The Mako System does not use default community 
SNMP strings.

Remember to check any other wireless 
networks you have in your CDE, such as 
inventory equipment.

2.1.1 (cont.) c) Examine vendor documentation and login to wireless devices, 
with system administrator help, to verify:

 § Default SNMP community strings are not used.

 § Default passwords/pass-phrases on access points are not used.

As previously stated. The Mako System doesn’t have any default 
usernames or passwords.

Remember to check any PCs, DVRs or other devices 
within your CDE to ensure their default settings 
have been changed.

d) Examine vendor documentation and observe wireless 
configuration settings to verify firmware on wireless devices is 
updated to support strong encryption for:

 § Authentication over wireless networks, and;

 § Transmission over wireless networks.

Mako releases firmware security updates on a 
regular basis, which are automatically downloaded 
and applied by the network appliances.

Remember to check any other wireless networks 
you have in your CDE.

e) Examine vendor documentation and observe wireless 
configuration settings to verify other security-related wireless 
vendor defaults were changed, if applicable.

There are no default settings within the 
Mako System.
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2.2
Develop configuration standards for all system 
components. Assure that these standards 
address all known security vulnerabilities and 
are consistent with industry-accepted system 
hardening standards.

Sources of industry-accepted system hardening 
standards may include, but are not limited to:

 § Center for Internet Security (CIS);

 § International Organization for Standardization 
(ISO);

 § SysAdmin Audit Network Security (SANS) 
Institute, and;

 § National Institute of Standards 
Technology (NIST).

a) Examine the organization’s system configuration standards 
for all types of system components and verify the system 
configuration standards are consistent with industry-accepted 
hardening standards.

There are known weaknesses with many operating systems, databases, 
and enterprise applications, and there are also known ways to configure 
these systems to fix security vulnerabilities. To help those that are not 
security experts, a number of security organizations have established 
system-hardening guidelines and recommendations, which advise how 
to correct these weaknesses.

Examples of sources for guidance on configuration standards include, but 
are not limited to: www.nist.gov, www.sans.org, and www.cisecurity.org, 
www.iso.org, and product vendors.

System configuration standards must be kept up to date to ensure 
that newly identified weaknesses are corrected prior to a system being 
installed on the network.

The Mako PCI DSS Template has a standard 
configuration for all system components.

b) Examine policies and interview personnel to verify that system 
configuration standards are updated as new vulnerability issues 
are identified, as defined in Requirement 6.1.

The Mako CMS and PCI DSS Template have been 
created using industry standards to address all 
known security vulnerability methods. This also 
includes features such as hardening Mako servers 
and continually reviewing security news for new 
security areas that need to be addressed.

c) Examine policies and interview personnel to verify that system 
configuration standards are applied when new systems are 
configured and verified as being in place before a system is 
installed on the network.

This item is the merchant’s responsibility.

2.2 (cont.) d) Verify that system configuration standards include the following 
procedures for all types of system components:

 § Changing of all vendor-supplied defaults and elimination of 
unnecessary default accounts;

 § Implementing only one primary function per server to prevent 
functions that require different security levels from coexisting on 
the same server;

 § Enabling only necessary services, protocols, daemons, etc., as 
required for the function of the system;

 § Implementing additional security features for any required 
services, protocols or daemons that are considered to 
be insecure;

 § Configuring system security parameters to prevent misuse, and;

 § Removing all unnecessary functionality, such as scripts, drivers, 
features, subsystems, file systems, and unnecessary web servers

As previously stated. The Mako System addresses all these items so 
long as the PCI DSS template has been enforced 
correctly. It is the merchant’s responsibility for all 
other devices within the CDE.

2.2.1
Implement only one primary function per server 
to prevent functions that require different security 
levels from coexisting on the same server. (For 
example, web servers, database servers, and DNS 
should be implemented on separate servers.)

Note: Where virtualization technologies are in use, 
implement only one primary function per virtual 
system component.

a) Select a sample of system components and inspect the system 
configurations to verify that only one primary function is 
implemented per server.

If server functions that need different security levels are located on the 
same server, the security level of the functions with higher security needs 
would be reduced due to the presence of the lower-security functions. 
Additionally, the server functions with a lower security level may 
introduce security weaknesses to other functions on the same server. By 
considering the security needs of different server functions as part of the 
system configuration standards and related processes, organizations can 
ensure that functions requiring different security levels don’t coexist on 
the same server.

This item is the merchant’s responsibility.

b) If virtualization technologies are used, inspect the system 
configurations to verify that only one primary function is 
implemented per virtual system component or device.

This item is the merchant’s responsibility.

2.2.2
Enable only necessary services, protocols, 
daemons, etc., as required for the function of 
the system.

a) Select a sample of system components and inspect enabled 
system services, daemons, and protocols to verify that only 
necessary services or protocols are enabled.

As stated in Requirement 1.1.6, there are many protocols that a 
business may need (or have enabled by default) that are commonly 
used by malicious individuals to compromise a network. Including this 
requirement as part of an organization’s configuration standards and 
related processes ensures that only the necessary services and protocols 
are enabled.

The Mako System ensures that no unsecured 
services or protocols are allowed through the 
firewall to the customer site when the PCI DSS 
template is enforced.

Any Business Justification rules that you add to the 
standard PCI DSS Template are at your own risk, 
and may affect your compliance status. Business 
Justification rules need to be considered very 
carefully before they are applied.

b) Identify any enabled insecure services, daemons, or protocols 
and interview personnel to verify they are justified per 
documented configuration standards.

2.2.3
Implement additional security features for any 
required services, protocols, or daemons that 
are considered to be insecure—for example, use 
secured technologies such as SSH, S-FTP, SSL, or 
IPSec VPN to protect insecure services such as 
NetBIOS, file-sharing, Telnet, FTP, etc.

a) Inspect configuration settings to verify that security features 
are documented and implemented for all insecure services, 
daemons, or protocols.

Enabling security features before new servers are deployed 
will prevent servers being installed into the environment with 
insecure configurations.

Ensuring that all insecure services, protocols, and daemons are 
adequately secured with appropriate security features makes it more 
difficult for malicious individuals to take advantage of commonly used 
points of compromise within a network.

This item is the merchant’s responsibility. Mako 
follows industry best practices for development 
of its own systems. Merchants need to ensure that 
any systems placed within their CDE are secure.

Additionally, since PCI DSS v3.0 was drafted, 
insecurities were found with SSL. Mako uses 
modern TLS v1.1 or later.
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2.2.4
Configure system security parameters to 
prevent misuse.

a) Interview system administrators and/or security managers to 
verify that they have knowledge of common security parameter 
settings for system components.

System configuration standards and related processes should specifically 
address security settings and parameters that have known security 
implications for each type of system in use. In order for systems to be 
configured securely, personnel responsible for configuration and/or 
administering systems must be knowledgeable in the specific security 
parameters and settings that apply to the system.

The Mako System is configured to prevent misuse 
using a variety of methods, including secure audit 
logs, template-based firewall rules and role-
based authorization.b) Examine the system configuration standards to verify that 

common security parameter settings are included.

c) Select a sample of system components and inspect the common 
security parameters to verify that they are set appropriately and 
in accordance with the configuration standards.

2.2.5
Remove all unnecessary functionality, such as 
scripts, drivers, features, subsystems, file systems, 
and unnecessary web servers.

a) Select a sample of system components and inspect the 
configurations to verify that all unnecessary functionality (for 
example, scripts, drivers, features, subsystems, file systems, etc.) 
is removed.

Unnecessary functions can provide additional opportunities for malicious 
individuals to gain access to a system. By removing unnecessary 
functionality, organizations can focus on securing the functions that are 
required and reduce the risk that unknown functions will be exploited.

Including this in server-hardening standards and processes addresses the 
specific security implications associated with unnecessary functions (for 
example, by removing/disabling FTP or the web server if the server will 
not be performing those functions).

The Mako System:

 § has been hardened, and all unnecessary 
functionality removed before deployment;

 § had its enabled functions documented and 
support secure configuration, and;

 § is checked regularly to ensure that only 
documented functionality is present.

b) Examine the documentation and security parameters to 
verify enabled functions are documented and support 
secure configuration.

c) Examine the documentation and security parameters to verify 
that only documented functionality is present on the sampled 
system components.

2.3
Encrypt all non-console administrative access using 
strong cryptography. Use technologies such as SSH, 
VPN, or SSL/TLS for web-based management and 
other non-console administrative access.

Select a sample of system components and verify that non-console 
administrative access is encrypted by performing the following:

If non-console (including remote) administration does not use secure 
authentication and encrypted communications, sensitive administrative 
or operational level information (like administrator’s IDs and passwords) 
can be revealed to an eavesdropper. A malicious individual could use this 
information to access the network, become administrator, and steal data.

Clear-text protocols (such as HTTP, telnet, etc.) do not encrypt traffic 
or logon details, making it easy for an eavesdropper to intercept 
this information.

To be considered “strong cryptography,” industry-recognized protocols 
with appropriate key strengths and key management should be 
in place as applicable for the type of technology in use. (Refer to 
“strong cryptography” in the PCI DSS and PA-DSS Glossary of Terms, 
Abbreviations, and Acronyms.)

The Mako System does not permit console access. 
Administration of the CMS is only permitted 
via TLS.

Remember to check any other devices within 
your CDE.

a) Observe an administrator log on to each system and examine 
system configurations to verify that a strong encryption method 
is invoked before the administrator’s password is requested.

b) Review services and parameter files on systems to determine 
that Telnet and other insecure remote-login commands are not 
available for non-console access.

The Mako System does not permit console access. 
Administration of the CMS is only permitted via 
TLS, protected using strong cryptography.

Remember to check any other devices within 
your CDE.

c) Observe an administrator log on to each system to verify that 
administrator access to any web-based management interfaces is 
encrypted with strong cryptography.

Access to the Mako CMS is protected by strong 
cryptography. This is tested during Mako’s annual 
PCI audit.

d) Examine vendor documentation and interview personnel 
to verify that strong cryptography for the technology in use 
is implemented according to industry best practices and/or 
vendor recommendations.

This item is the merchant’s responsibility.

2.4
Maintain an inventory of system components that 
are in scope for PCI DSS

a) Examine system inventory to verify that a list of hardware and 
software components is maintained and includes a description of 
function/use for each.

Maintaining a current list of all system components will enable an 
organization to accurately and efficiently define the scope of their 
environment for implementing PCI DSS controls. Without an inventory, 
some system components could be forgotten, and be inadvertently 
excluded from the organization’s configuration standards.

All system components on the PCI DSS LAN must 
be registered and authorized in the Mako CMS 
before they are permitted network access.

This list is automatically updated when a new 
device is registered.

b) Interview personnel to verify the documented inventory is 
kept current.

2.5
Ensure that security policies and operational 
procedures for managing vendor defaults and 
other security parameters are documented, in use, 
and known to all affected parties.

Examine documentation and interview personnel to verify that 
security policies and operational procedures for managing vendor 
defaults and other security parameters are documented, in use, and 
known to all affected parties.

Personnel need to be aware of and following security policies 
and daily operational procedures to ensure vendor defaults and 
other security parameters are continuously managed to prevent 
insecure configurations.

This item is the merchant’s responsibility.

2.6
Shared hosting providers must protect each 
entity’s hosted environment and cardholder data. 
These providers must meet specific requirements 
as detailed in Appendix A: Additional PCI DSS 
Requirements for Shared Hosting Providers.

Perform testing procedures A.1.1 through A.1.4 detailed in Appendix 
A: Additional PCI DSS Requirements for Shared Hosting Providers 
for PCI DSS assessments of shared hosting providers, to verify that 
shared hosting providers protect their entities’ (merchants and 
service providers) hosted environment and data.

This is intended for hosting providers that provide shared hosting 
environments for multiple clients on the same server. When all data is 
on the same server and under control of a single environment, often 
the settings on these shared servers are not manageable by individual 
clients. This allows clients to add insecure functions and scripts that 
impact the security of all other client environments; and thereby make 
it easy for a malicious individual to compromise one client’s data and 
thereby gain access to all other clients’ data. See Appendix A for details 
of requirements.
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Section Four:
Encrypt transmission of cardholder data across open, public networks.
4.1
Use strong cryptography and security protocols 
(for example, SSL/TLS, IPSEC, SSH, etc.) to safeguard 
sensitive cardholder data during transmission over 
open, public networks, including the following:

 § Only trusted keys and certificates are accepted;

 § The protocol in use only supports secure 
versions or configurations, and;

 § The encryption strength is appropriate for the 
encryption methodology in use.

Examples of open, public networks include but are 
not limited to:

 § The Internet;

 § Wireless technologies, including 802.11 
and Bluetooth;

 § Cellular technologies, for example, Global 
System for Mobile communications (GSM), Code 
division multiple access (CDMA);

 § General Packet Radio Service (GPRS), and;

 § Satellite communications.

a) Identify all locations where cardholder data is transmitted or 
received over open, public networks. Examine documented 
standards and compare to system configurations to verify the use 
of security protocols and strong cryptography for all locations.

Sensitive information must be encrypted during transmission over public 
networks, because it is easy and common for a malicious individual to 
intercept and/or divert data while in transit.

Secure transmission of cardholder data requires using trusted keys/
certificates, a secure protocol for transport, and proper encryption 
strength to encrypt cardholder data. Connection requests from systems 
that do not support the required encryption strength, and that would 
result in an insecure connection, should not be accepted.

Note that some protocol implementations (such as SSL v2.0, SSH v1.0 
and TLS 1.0) have known vulnerabilities that an attacker can use to gain 
control of the affected system. Whichever security protocol is used, 
ensure it is configured to use only secure versions and configurations to 
prevent use of an insecure connection. For example, TLS v1.1, or later, 
certificates obtained from a recognized, public certificate authority and 
supporting only strong encryption, may be considered.

Verifying that certificates are trusted (for example, have not expired 
and are issued from a trusted source) helps ensure the integrity of the 
secure connection.

Merchant EMV PTS approved payment terminals 
will automatically encrypt payment transactions to 
the PCI DSS criteria. All IPSec implementations are 
secured in accordance with NIST and other industry 
standards for transmission of cardholder data.

Additionally, since PCI DSS v3.0 was drafted, 
insecurities were found with SSL. Mako uses 
modern TLS v1.1 or later.

b) Review documented policies and procedures to verify processes 
are specified for the following:

 § For acceptance of only trusted keys and/or certificates;

 § For the protocol in use to only support secure versions and 
configurations (that insecure versions or configurations are 
not supported), and;

 § For implementation of proper encryption strength per the 
encryption methodology in use.

c) Select and observe a sample of inbound and outbound 
transmissions as they occur to verify that all cardholder data is 
encrypted with strong cryptography during transit.

d) Examine keys and certificates to verify that only trusted keys and/
or certificates are accepted.

e) Examine system configurations to verify that the protocol is 
implemented to use only secure configurations and does not 
support insecure versions or configurations.

f ) Examine system configurations to verify that the proper 
encryption strength is implemented for the encryption 
methodology in use (check vendor recommendations/
best practices).

4.1 (cont.) g) For SSL/TLS implementations, examine system configurations 
to verify that SSL/TLS is enabled whenever cardholder data is 
transmitted or received.

 For example, for browser-based implementations:

 § “HTTPS” appears as the browser Universal Record Locator (URL) 
protocol, and;

 § Cardholder data is only requested if “HTTPS” appears as part of 
the URL.

Generally, the web page URL should begin with “HTTPS” and/or the web 
browser display a padlock icon somewhere in the window of the browser. 
Many SSL certificate vendors also provide a highly visible verification 
seal— sometimes referred to as a “security seal,” “secure site seal,” or 
“secure trust seal”)—which may provide the ability to click on the seal to 
reveal information about the website.

This requirement applies to businesses that accept 
online payment via an e-commerce site.

Additionally, since PCI DSS v3.0 was drafted, 
insecurities were found with SSL. Mako uses 
modern TLS v1.1 or later.

4.1.1
Ensure wireless networks transmitting cardholder 
data or connected to the cardholder data 
environment, use industry best practices (for 
example, IEEE 802.11i) to implement strong 
encryption for authentication and transmission. 

Note: The use of WEP as a security control 
is prohibited.

Identify all wireless networks transmitting cardholder data 
or connected to the cardholder data environment. Examine 
documented standards and compare to system configuration 
settings to verify the following for all wireless networks identified:

 § Industry best practices (for example, IEEE 802.11i) are 
used to implement strong encryption for authentication 
and transmission.

 § Weak encryption (for example, WEP, SSL version 2.0 or older) is 
not used as a security control for authentication or transmission.

Malicious users use free and widely available tools to eavesdrop on 
wireless communications. Use of strong cryptography can help limit 
disclosure of sensitive information across wireless networks.

Strong cryptography for authentication and transmission of cardholder 
data is required to prevent malicious users from gaining access to the 
wireless network or utilizing wireless networks to access other internal 
networks or data.

The Mako CMS allows for provisioning of WPA2 
encryption for wireless networks. It does not 
support WEP.

Additionally, since PCI DSS v3.0 was drafted, 
insecurities were found with SSL. Mako uses 
modern TLS v1.1 or later.

4.2
Never send unprotected PANs by end-user 
messaging technologies – for example, e-mail, 
instant messaging, chat, etc.

a) Examine system configurations and observe a sample of 
outbound transmissions as they occur to verify that PAN is 
rendered unreadable or secured with strong cryptography 
whenever it is sent via end-user messaging technologies.

E-mail, instant messaging, and chat can be easily intercepted by packet-
sniffing during delivery across internal and public networks. Do not 
utilize these messaging tools to send PAN unless they are configured to 
provide strong encryption.

This item is the merchant’s responsibility.

b) Review written policies to verify the existence of a policy 
stating that unprotected PANs are not to be sent via end-user 
messaging technologies.

This item is the merchant’s responsibility.

4.3
Ensure that security policies and operational 
procedures for encrypting transmissions of 
cardholder data are documented, in use, and 
known to all affected parties.

Examine documentation interview personnel to verify that security 
policies and operational procedures for encrypting transmissions 
of cardholder data are documented, in use, and known to all 
affected parties.

Personnel need to be aware of and following security policies and 
operational procedures for managing the secure transmission of 
cardholder data on a continuous basis.

This item is the merchant’s responsibility.
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Section Six:
Develop and maintain secure systems and applications.
6.1
Establish a process to identify security 
vulnerabilities, using reputable outside sources for 
security vulnerability information, and assign a risk 
ranking (for example, as “high,” “medium,” or “low”) 
to newly discovered security vulnerabilities.

Note: Risk ranking should be based on industry 
best practices as well as consideration of 
potential impact. For example, criteria for ranking 
vulnerabilities may include consideration of the 
CVSS base score, and/or the classification by the 
vendor, and/or type of systems affected.

Methods for evaluating vulnerabilities and 
assigning risk ratings will vary based on an 
organization’s environment and risk assessment 
strategy. Risk ranking should, at a minimum, 
identify all vulnerabilities considered to be a 
“high risk” to the environment. In addition to the 
risk ranking, vulnerabilities may be considered 
“critical” if they pose an imminent threat to the 
environment, impact critical systems, and/or would 
result in a potential compromise if not addressed. 
Examples of critical systems may include security 
systems, public-facing devices and systems, 
databases, and other systems that store, process, or 
transmit cardholder data.

a) Examine policies and procedures to verify that processes 
are defined:

 § To identify new security vulnerabilities;

 § To assign a risk ranking to vulnerabilities that includes 
identification of all “high risk” and “critical” vulnerabilities, and;

 § To use reputable outside sources for security 
vulnerability information.

The intent of this requirement is that organizations keep up to date with 
new vulnerabilities that may impact their environment.

Sources for vulnerability information should be trustworthy and often 
include vendor websites, industry news groups, mailing list, or RSS feeds.

Once an organization identifies a vulnerability that could affect their 
environment, the risk that the vulnerability poses must be evaluated 
and ranked. The organization must therefore have a method in place 
to evaluate vulnerabilities on an ongoing basis and assign risk rankings 
to those vulnerabilities. This is not achieved by an ASV scan or internal 
vulnerability scan, rather this requires a process to actively monitor 
industry sources for vulnerability information.

Classifying the risks (for example, as “high,” “medium,” or “low”) allows 
organizations to identify, prioritize, and address the highest risk items 
more quickly and reduce the likelihood that vulnerabilities posing the 
greatest risk will be exploited.

Various security services are checked weekly to 
identify any new security risks. Mako Networks’ 
server packages are reviewed, updated and tested 
prior to release. All non-Mako systems MUST have 
documented procedures developed for them.

b) Interview responsible personnel and observe processes to 
verify that:

 § New security vulnerabilities are identified;

 § A risk ranking is assigned to vulnerabilities to include 
identification of all “high” risk and “critical” vulnerabilities, and;

 § Processes to identify new security vulnerabilities include using 
reputable outside sources for security vulnerability information.

6.2
Ensure that all system components and software 
are protected from known vulnerabilities by 
installing applicable vendor-supplied security 
patches. Install critical security patches within one 
month of release.

Note: Critical security patches should be identified 
according to the risk ranking process defined in 
Requirement 6.1.

a) Examine policies and procedures related to security-patch 
installation to verify processes are defined for:

 § Installation of applicable critical vendor-supplied security 
patches within one month of release.

 § Installation of all applicable vendor-supplied security patches 
within an appropriate time frame (for example, within 
three months).

There is a constant stream of attacks using widely published exploits, 
often called “zero day” (an attack that exploits a previously unknown 
vulnerability), against otherwise secured systems. If the most recent 
patches are not implemented on critical systems as soon as possible, a 
malicious individual can use these exploits to attack or disable a system, 
or gain access to sensitive data.

Prioritizing patches for critical infrastructure ensures that high-priority 
systems and devices are protected from vulnerabilities as soon as 
possible after a patch is released. Consider prioritizing patch installations 
such that security patches for critical or at-risk systems are installed 
within 30 days, and other lower-risk patches are installed within 
2-3 months.

This requirement applies to applicable patches for all installed software.

Mako releases firmware security updates on a 
regular basis, which are automatically downloaded 
and applied by the network appliances.

Action: Ensure any PCs, DVRs, or other devices 
within your CDE have automatic updates enabled.

b) Select a sample of system components and related software, and 
compare the list of security patches installed on each system to 
the most recent vendor security-patch list, to verify the following:

 § That applicable critical vendor-supplied security patches are 
installed within one month of release, and;

 § All applicable vendor-supplied security patches are installed 
within an appropriate time frame (for example, within 
three months).

6.3
Develop internal and external software 
applications (including web-based administrative 
access to applications) securely, as follows:

 § In accordance with PCI DSS (for example, secure 
authentication and logging)

 § Based on industry standards and/or 
best practices.

 § Incorporating information security throughout 
the software-development life cycle 

Note: this applies to all software developed 
internally as well as bespoke or custom software 
developed by a third party.

a) Examine written software-development processes to verify 
that the processes are based on industry standards and/or 
best practices.

Without the inclusion of security during the requirements definition, 
design, analysis, and testing phases of software development, security 
vulnerabilities can be inadvertently or maliciously introduced into the 
production environment.

Understanding how sensitive data is handled by the application—
including when stored, transmitted, and when in memory—can help 
identify where data needs to be protected.

Mako is fully certified as a Level 1 Service 
Provider under the PCI DSS and as such complies 
with all regulations and rule-sets regarding 
software development.b) Examine written software-development processes to verify that 

information security is included throughout the life cycle.

c) Examine written software-development processes to verify that 
software applications are developed in accordance with PCI DSS.

d) Interview software developers to verify that written software-
development processes are implemented.
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6.3.1
Removal of development, test and/or custom 
application accounts, user IDs, and passwords 
before applications become active or are released 
to customers.

Examine written software-development procedures and interview 
responsible personnel to verify that pre-production and/or custom 
application accounts, user IDs and/or passwords are removed before 
an application goes into production or is released to customers.

Development, test and/or custom application accounts, user IDs, 
and passwords should be removed from production code before the 
application becomes active or is released to customers, since these items 
may give away information about the functioning of the application. 
Possession of such information could facilitate compromise of the 
application and related cardholder data.

The Mako System does not use development, test 
or application accounts within production systems.

6.3.2
Review of custom code prior to release to 
production or customers in order to identify 
any potential coding vulnerability (using either 
manual or automated processes) to include at least 
the following:

 § Code changes are reviewed by individuals 
other than the originating code author, and by 
individuals knowledgeable about code-review 
techniques and secure coding practices;

 § Code reviews ensure code is developed 
according to secure coding guidelines;

 § Appropriate corrections are implemented prior 
to release, and;

 § Code-review results are reviewed and approved 
by management prior to release. 

Note: This requirement for code reviews applies 
to all custom code (both internal and public-
facing), as part of the system development 
life cycle. Code reviews can be conducted by 
knowledgeable internal personnel or third parties. 
Public-facing web applications are also subject to 
additional controls, to address ongoing threats and 
vulnerabilities after implementation, as defined at 
PCI DSS Requirement 6.6.

a) Examine written software-development procedures and 
interview responsible personnel to verify that all custom 
application code changes must be reviewed (using either manual 
or automated processes) as follows:

 § Code changes are reviewed by individuals other than 
the originating code author, and by individuals who are 
knowledgeable in code-review techniques and secure 
coding practices;

 § Code reviews ensure code is developed according to secure 
coding guidelines (see PCI DSS Requirement 6.5);

 § Appropriate corrections are implemented prior to release, and;

 § Code-review results are reviewed and approved by management 
prior to release.

Security vulnerabilities in custom code are commonly exploited by 
malicious individuals to gain access to a network and compromise 
cardholder data.

An individual knowledgeable and experienced in code-review 
techniques should be involved in the review process. Code reviews 
should be performed by someone other than the developer of the 
code to allow for an independent, objective review. Automated tools 
or processes may also be used in lieu of manual reviews, but keep in 
mind that it may be difficult or even impossible for an automated tool to 
identify some coding issues.

Correcting coding errors before the code is deployed into a production 
environment or released to customers prevents the code exposing the 
environments to potential exploit. Faulty code is also far more difficult 
and expensive to address after it has been deployed or released into 
production environments.

Including a formal review and signoff by management prior to release 
helps to ensure that code is approved and has been developed in 
accordance with policies and procedures.

Mako is fully certified as a Level 1 Service 
Provider under the PCI DSS and as such complies 
with all regulations and rule-sets regarding 
software development.

b) Select a sample of recent custom application changes and verify 
that custom application code is reviewed according to 6.3.2.a.

As previously stated. This item is the merchant’s responsibility.

6.4
Follow change control processes and procedures 
for all changes to system components. The 
processes must include the following:

Examine policies and procedures to verify the following are defined:

 § Development/test environments are separate from production 
environments with access control in place to enforce separation;

 § A separation of duties between personnel assigned to the 
development/test environments and those assigned to the 
production environment;

 § Production data (live PANs) are not used for testing 
or development;

 § Test data and accounts are removed before a production system 
becomes active, and;

 § Change control procedures related to implementing security 
patches and software modifications are documented.

Without properly documented and implemented change controls, 
security features could be inadvertently or deliberately omitted or 
rendered inoperable, processing irregularities could occur, or malicious 
code could be introduced.

Mako is fully certified as a Level 1 Service Provider 
under the PCI DSS and as such complies with all 
regulations and rule-sets. Merchants are required 
to follow change control processes for any changes 
made within their CDE.

6.4.1
Separate development/test environments from 
production environments, and enforce the 
separation with access controls.

a) Examine network documentation and network device 
configurations to verify that the development/test environments 
are separate from the production environments.

Due to the constantly changing state of development and test 
environments, they tend to be less secure than the production 
environment. Without adequate separation between environments, it 
may be possible for the production environment, and cardholder data, 
to be compromised due to less-stringent security configurations and 
possible vulnerabilities in a test or development environment.

Mako is fully certified as a Level 1 Service Provider 
under the PCI DSS and as such complies with all 
regulations and rule-sets. Merchants are required 
to enforce access controls for any changes made 
within their CDE.

b) Examine access controls settings to verify that access controls are 
in place to enforce separation between the development/test 
environments and the production environments.

6.4.2
Separation of duties between development/test 
and production environments

Observe processes and interview personnel assigned to 
development/test environments and personnel assigned to 
production environments to verify that separation of duties 
is in place between development/test environments and the 
production environment.

Reducing the number of personnel with access to the production 
environment and cardholder data minimizes risk and helps ensure that 
access is limited to those individuals with a business need to know.

The intent of this requirement is to separate development and test 
functions from production functions. For example, a developer may 
use an administrator-level account with elevated privileges in the 
development environment, and have a separate account with user-level 
access to the production environment.

Mako is fully certified as a Level 1 Service Provider 
under the PCI DSS and as such complies with all 
regulations and rule-sets.
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6.4.3
Production data (live PANs) are not used for testing 
or development.

a) Observe testing processes and interview personnel to verify 
procedures are in place to ensure production data (live PANs) are 
not used for testing or development.

Security controls are usually not as stringent in test or development 
environments. Use of production data provides malicious individuals 
with the opportunity to gain unauthorized access to production data 
(cardholder data).

Mako is fully certified as a Level 1 Service Provider 
under the PCI DSS and as such complies with all 
regulations and rule-sets.

b) Examine a sample of test data to verify production data (live 
PANs) is not used for testing or development.

6.4.4
Removal of test data and accounts before 
production systems become active.

a) Observe testing processes and interview personnel to verify 
test data and accounts are removed before a production system 
becomes active.

Test data and accounts should be removed from production code 
before the application becomes active, since these items may give 
away information about the functioning of the application or system. 
Possession of such information could facilitate compromise of the system 
and related cardholder data.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.

b) Examine a sample of data and accounts from production systems 
recently installed or updated to verify test data and accounts are 
removed before the system becomes active.

6.4.5
Change control procedures for the implementation 
of security patches and software modifications 
must include the following:

a) Examine documented change control procedures related to 
implementing security patches and software modifications and 
verify procedures are defined for:

 § Documentation of impact;

 § Documented change approval by authorized parties;

 § Functionality testing to verify that the change does not adversely 
impact the security of the system, and;

 § Back-out procedures.

If not properly managed, the impact of software updates and 
security patches might not be fully realized and could have 
unintended consequences.

Mako is fully certified as a Level 1 Service Provider 
under the PCI DSS and as such complies with all 
regulations and rule-sets.

b) Select a sample of system components, and interview 
responsible personnel to determine recent changes/security 
patches. Trace those changes back to related change control 
documentation. For each change examined, perform 
the following:

6.4.5.1
 § Documentation of impact;

 § Verify that documentation of impact is included in the change 
control documentation for each sampled change, and;

The impact of the change should be documented so that all affected 
parties can plan appropriately for any processing changes.

This item is the merchant’s responsibility.

6.4.5.2
 § Documented change approval by 

authorized parties;

 § Verify that documented approval by authorized parties is present 
for each sampled change.

Approval by authorized parties indicates that the change is a legitimate 
and approved change sanctioned by the organization.

This item is the merchant’s responsibility.

6.4.5.3
 § Functionality testing to verify that the change 

does not adversely impact the security of 
the system, and;

a) For each sampled change, verify that functionality testing is 
performed to verify that the change does not adversely impact 
the security of the system.

Thorough testing should be performed to verify that the security of the 
environment is not reduced by implementing a change. Testing should 
validate that all existing security controls remain in place, are replaced 
with equally strong controls, or are strengthened after any change to 
the environment.

This item is the merchant’s responsibility.

b) For custom code changes, verify that all updates are tested for 
compliance with PCI DSS Requirement 6.5 before being deployed 
into production.

This item is the merchant’s responsibility.

6.4.5.4
 § Back-out procedures.

 § Verify that back-out procedures are prepared for each 
sampled change.

For each change, there should be documented back-out procedures in 
case the change fails or adversely affects the security of an application or 
system, to allow the system to be restored back to its previous state.

This item is the merchant’s responsibility.

6.5
Address common coding vulnerabilities in 
software-development processes as follows:

 § Train developers in secure coding techniques, 
including how to avoid common coding 
vulnerabilities, and understanding how sensitive 
data is handled in memory.

 § Develop applications based on secure 
coding guidelines.

Note: The vulnerabilities listed at 6.5.1 through 
6.5.10 were current with industry best practices 
when this version of PCI DSS was published. 
However, as industry best practices for vulnerability 
management are updated (for example, the 
OWASP Guide, SANS CWE Top 25, CERT Secure 
Coding, etc.), the current best practices must be 
used for these requirements.

a) Examine software-development policies and procedures to 
verify that training in secure coding techniques is required for 
developers, based on industry best practices and guidance.

The application layer is high-risk and may be targeted by both internal 
and external threats.

Requirements 6.5.1 through 6.5.10 are the minimum controls that 
should be in place, and organizations should incorporate the relevant 
secure coding practices as applicable to the particular technology in 
their environment.

Application developers should be properly trained to identify and resolve 
issues related to these (and other) common coding vulnerabilities. 
Having staff knowledgeable of secure coding guidelines should minimize 
the number of security vulnerabilities introduced through poor coding 
practices. Training for developers may be provided in-house or by third 
parties and should be applicable for technology used.

As industry-accepted secure coding practices change, organizational 
coding practices and developer training should likewise be updated to 
address new threats—for example, memory scraping attacks.

The vulnerabilities identified in 6.5.1 through 6.5.10 provide a minimum 
baseline. It is up to the organization to remain up to date with 
vulnerability trends and incorporate appropriate measures into their 
secure coding practices.

Mako is fully certified as a Level 1 Service Provider 
under the PCI DSS and as such complies with 
all regulations and rule-sets. Merchants are 
responsible for their own applications.b) Interview a sample of developers to verify that they are 

knowledgeable in secure coding techniques.

c) Examine records of training to verify that software developers 
received training on secure coding techniques, including how to 
avoid common coding vulnerabilities, and understanding how 
sensitive data is handled in memory.

d) Verify that processes are in place to protect applications from, at 
a minimum, the following vulnerabilities:
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6.5.1

 § Injection flaws, particularly SQL injection. 
Also consider OS Command Injection, LDAP 
and XPath injection flaws as well as other 
injection flaws;

Examine software-development policies and procedures and 
interview responsible personnel to verify that injection flaws are 
addressed by coding techniques that include:

 § Validating input to verify user data cannot modify meaning of 
commands and queries, and;

 § Utilizing parameterized queries.

Injection flaws, particularly SQL injection, are a commonly used method 
for compromising applications. Injection occurs when user-supplied data 
is sent to an interpreter as part of a command or query. The attacker’s 
hostile data tricks the interpreter into executing unintended commands 
or changing data, and allows the attacker to attack components 
inside the network through the application, to initiate attacks such as 
buffer overflows, or to reveal both confidential information and server 
application functionality.

Information should be validated before being sent to the application—
for example, by checking for all alpha characters, mix of alpha and 
numeric characters, etc.

Mako is fully certified as a Level 1 Service Provider 
under the PCI DSS and as such complies with 
all regulations and rule-sets. Merchants are 
responsible for their own applications.

6.5.2
 § Buffer overflow;

Examine software-development policies and procedures and 
interview responsible personnel to verify that buffer overflows are 
addressed by coding techniques that include:

 § Validating buffer boundaries, and;

 § Truncating input strings.

Buffer overflows occur when an application does not have appropriate 
bounds checking on its buffer space. This can cause the information 
in the buffer to be pushed out of the buffer’s memory space and into 
executable memory space. When this occurs, the attacker has the ability 
to insert malicious code at the end of the buffer and then push that 
malicious code into executable memory space by overflowing the buffer. 
The malicious code is then executed and often enables the attacker 
remote access to the application and/or infected system.

6.5.3
 § Insecure cryptographic storage;

Examine software-development policies and procedures 
and interview responsible personnel to verify that insecure 
cryptographic storage is addressed by coding techniques that:

 § Prevent cryptographic flaws, and;

 § Use strong cryptographic algorithms and keys.

Applications that do not utilize strong cryptographic functions properly 
to store data are at increased risk of being compromised, and exposing 
authentication credentials and/or cardholder data. If an attacker is able to 
exploit weak cryptographic processes, they may be able to gain clear-text 
access to encrypted data.

Mako Networks and the Mako System conform 
with OWASP validation on Mako CMS components. 
Mako Networks’ Level One PCI DSS Certification 
means security testing is validated.

6.5.4
 § Insecure communications, and;

Examine software-development policies and procedures 
and interview responsible personnel to verify that insecure 
communications are addressed by coding techniques that properly 
authenticate and encrypt all sensitive communications.

Applications that fail to adequately encrypt network traffic using strong 
cryptography are at increased risk of being compromised and exposing 
cardholder data. If an attacker is able to exploit weak cryptographic 
processes, they may be able to gain control of an application or even gain 
clear-text access to encrypted data.

Mako Networks and the Mako System conform 
with OWASP validation on Mako CMS components. 
Mako Networks’ Level One PCI DSS Certification 
means security testing is validated.

6.5.5
 § Improper error handling.

Examine software-development policies and procedures and 
interview responsible personnel to verify that improper error 
handling is addressed by coding techniques that do not leak 
information via error messages (for example, by returning generic 
rather than specific error details.

Applications can unintentionally leak information about their 
configuration or internal workings, or expose privileged information 
through improper error handling methods. Attackers use this weakness 
to steal sensitive data or compromise the system altogether. If a 
malicious individual can create errors that the application does not 
handle properly, they can gain detailed system information, create 
denial-of-service interruptions, cause security to fail, or crash the server. 
For example, the message “incorrect password provided” tells an attacker 
the user ID provided was accurate and that they should focus their efforts 
only on the password. Use more generic error messages, like “data could 
not be verified.”

Mako Networks and the Mako System conform 
with OWASP validation on Mako CMS components. 
Mako Networks’ Level One PCI DSS Certification 
means security testing is validated.

6.5.6
All “high risk” vulnerabilities identified in the 
vulnerability identification process (as defined in 
PCI DSS Requirement 6.1).Note: Requirements 6.5.8 
through 6.5.11, below, apply to web applications 
and application interfaces (internal or external):

Note: Requirements 6.5.8 through 6.5.11, below, 
apply to web applications and application 
interfaces (internal or external):

Examine software-development policies and procedures and 
interview responsible personnel to verify that coding techniques 
address any “high risk” vulnerabilities that could affect the 
application, as identified in PCI DSS Requirement 6.1.

All vulnerabilities identified by an organization’s vulnerability risk-
ranking process (defined in Requirement 6.1) to be “high risk” and that 
could affect the application should be identified and addressed during 
application development.

Web applications, both internally and externally (public) facing, have 
unique security risks based upon their architecture as well as the relative 
ease and occurrence of compromise.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.

6.5.7
 § Cross-site scripting (XSS);

Examine software-development policies and procedures and 
interview responsible personnel to verify that cross-site scripting 
(XSS) is addressed by coding techniques that include:

 § Validating all parameters before inclusion, and;

 § Utilizing context-sensitive escaping.

XSS flaws occur whenever an application takes user-supplied data and 
sends it to a web browser without first validating or encoding that 
content. XSS allows attackers to execute script in the victim’s browser, 
which can hijack user sessions, deface web sites, possibly introduce 
worms, etc.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.
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6.5.8

 § Improper access control (such as insecure direct 
object references, failure to restrict URL access, 
directory traversal, and failure to restrict user 
access to functions);

Examine software-development policies and procedures and 
interview responsible personnel to verify that improper access 
control—such as insecure direct object references, failure to 
restrict URL access, and directory traversal—is addressed by coding 
technique that includes:

 § Proper authentication of users

 § Sanitizing input

 § Not exposing internal object references to users

 § User interfaces that do not permit access to 
unauthorized functions.

A direct object reference occurs when a developer exposes a reference 
to an internal implementation object, such as a file, directory, database 
record, or key, as a URL or form parameter. Attackers can manipulate 
those references to access other objects without authorization.

Consistently enforce access control in presentation layer and business 
logic for all URLs. Frequently, the only way an application protects 
sensitive functionality is by preventing the display of links or URLs to 
unauthorized users. Attackers can use this weakness to access and 
perform unauthorized operations by accessing those URLs directly.

An attacker may be able to enumerate and navigate the directory 
structure of a website (directory traversal) thus gaining access to 
unauthorized information as well as gaining further insight into the 
workings of the site for later exploitation.

If user interfaces permit access to unauthorized functions, this access 
could result in unauthorized individuals gaining access to privileged 
credentials or cardholder data. Only authorized users should be 
permitted to access direct object references to sensitive resources. 
Limiting access to data resources will help prevent cardholder data from 
being presented to unauthorized resources.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.

6.5.9
 § Cross-site request forgery (CSRF), and;

Examine software development policies and procedures and 
interview responsible personnel to verify that cross-site request 
forgery (CSRF) is addressed by coding techniques that ensure 
applications do not rely on authorization credentials and tokens 
automatically submitted by browsers.

A CSRF attack forces a logged-on victim’s browser to send a pre-
authenticated request to a vulnerable web application, which then 
enables the attacker to perform any state-changing operations the victim 
is authorized to perform (such as updating account details, making 
purchases, or even authenticating to the application).

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.

6.5.10
Broken Authentication and Session Management

Note: Requirement 6.5.11 is a best practice 
until June 30, 2015, after which it becomes 
a requirement.

Examine software development policies and procedures and 
interview responsible personnel to verify that broken authentication 
and session management are addressed via coding techniques that 
commonly include:

 § Flagging session tokens (for example cookies) as “secure”;

 § Not exposing session IDs in the URL, and;

 § Incorporating appropriate time-outs and rotation of session IDs 
after a successful login.

Secure authentication and session management prevents unauthorized 
individuals from compromising legitimate account credentials, keys, or 
session tokens that would otherwise enable the intruder to assume the 
identity of an authorized user.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.

6.6
For public-facing web applications, address new 
threats and vulnerabilities on an ongoing basis and 
ensure these applications are protected against 
known attacks by either of the following methods:

 § Reviewing public-facing web applications via 
manual or automated application vulnerability 
security assessment tools or methods, at least 
annually and after any changes

Note: This assessment is not the same 
as the vulnerability scans performed for 
Requirement 11.2.

 § Installing an automated technical solution that 
detects and prevents web-based attacks (for 
example, a web-application firewall) in front of 
public-facing web applications, to continually 
check all traffic.

For public-facing web applications, ensure that either one of the 
following methods is in place as follows:

a) Examine documented processes, interview personnel, and 
examine records of application security assessments to verify 
that public-facing web applications are reviewed—using either 
manual or automated vulnerability security assessment tools or 
methods—as follows:

 § At least annually;

 § After any changes;

 § By an organization that specializes in application security;

 § That, at a minimum, all vulnerabilities in Requirement 6.5 are 
included in the assessment;

 § That all vulnerabilities are corrected, and;

 § That the application is re-evaluated after the corrections.

b) Examine the system configuration settings and interview 
responsible personnel to verify that an automated technical 
solution that detects and prevents web-based attacks (for 
example, a web-application firewall) is in place as follows:

 § Is situated in front of public-facing web applications to detect 
and prevent web-based attacks;

 § Is actively running and up to date as applicable;

 § Is generating audit logs, and;

 § Is configured to either block web-based attacks, or generate 
an alert.

Public-facing web applications are primary targets for attackers, and 
poorly coded web applications provide an easy path for attackers to 
gain access to sensitive data and systems. The requirement for reviewing 
applications or installing web-application firewalls is intended to reduce 
the number of compromises on public-facing web applications due to 
poor coding or application management practices.

Manual or automated vulnerability security assessment tools or methods 
review and/or test the application for vulnerabilities

Web-application firewalls filter and block non-essential traffic at the 
application layer. Used in conjunction with a network-based firewall, a 
properly configured web-application firewall prevents application-layer 
attacks if applications are improperly coded or configured.

Note: “An organization that specializes in application security” can be 
either a third-party company or an internal organization, as long as 
the reviewers specialize in application security and can demonstrate 
independence from the development team.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.
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6.7
Ensure that security policies and operational 
procedures for developing and maintaining secure 
systems and applications are documented, in use, 
and known to all affected parties.

Examine documentation and interview personnel to verify that 
security policies and operational procedures for developing and 
maintaining secure systems and applications are documented, in 
use, and known to all affected parties.

Personnel need to be aware of and following security policies and 
operational procedures to ensure systems and applications are securely 
developed and protected from vulnerabilities on a continuous basis.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.

PCI DSS Requirement Testing Procedures Guidance How Mako Assists

Section Eight:
Identify and authenticate access to system components.
8.1
Define and implement policies and procedures 
to ensure proper user identification management 
for non-consumer users and administrators on all 
system components as follows:

a) Review procedures and confirm they define processes for each of 
the items below at 8.1.1 through 8.1.8

By ensuring each user is uniquely identified— instead of using one 
ID for several employees—an organization can maintain individual 
responsibility for actions and an effective audit trail per employee. 
This will help speed issue resolution and containment when misuse or 
malicious intent occurs.

All Mako employees and system end-users are 
uniquely identified when accessing the Mako CMS.

b) Verify that procedures are implemented for user identification 
management, by performing the following:

8.1.1
Assign all users a unique ID before allowing them 
to access system components or cardholder data.

Interview administrative personnel to confirm that all users 
are assigned a unique ID for access to system components or 
cardholder data.

8.1.2
Control addition, deletion, and modification of user 
IDs, credentials, and other identifier objects.

For a sample of privileged user IDs and general user IDs, examine 
associated authorizations and observe system settings to verify each 
user ID and privileged user ID has been implemented with only the 
privileges specified on the documented approval.

To ensure that user accounts granted access to systems are all valid and 
recognized users, strong processes must manage all changes to user IDs 
and other authentication credentials, including adding new ones and 
modifying or deleting existing ones.

Mako Networks and the Mako System conform. 
All other systems must be validated in accordance 
with the standard.

8.1.3
Immediately revoke access for any 
terminated users.

a) Select a sample of users terminated in the past six months, 
and review current user access lists—for both local and remote 
access—to verify that their IDs have been deactivated or 
removed from the access lists.

If an employee has left the company and still has access to the 
network via their user account, unnecessary or malicious access to 
cardholder data could occur—either by the former employee or by a 
malicious user who exploits the old and/or unused account. To prevent 
unauthorized access, user credentials and other authentication methods 
therefore need to be revoked promptly (as soon as possible) upon the 
employee’s departure.

Mako Networks and the Mako System conform. 
End users are responsible for actions related to the 
termination of employee access credentials.

b) Verify all physical authentication methods—such as, smart cards, 
tokens, etc.—have been returned or deactivated.

8.1.4
Remove/disable inactive user accounts at least 
every 90 days.

Observe user accounts to verify that any inactive accounts over 90 
days old are either removed or disabled.

Accounts that are not used regularly are often targets of attack since it is 
less likely that any changes (such as a changed password) will be noticed. 
As such, these accounts may be more easily exploited and used to access 
cardholder data.

The Mako System disables inactive user accounts 
after 90 days. All other systems must be validated 
in accordance with the standard.

8.1.5
Manage IDs used by vendors to access, support, or 
maintain system components via remote access 
as follows:

 § Enabled only during the time period needed 
and disabled when not in use, and;

 § Monitored when in use.

a) Interview personnel and observe processes for managing 
accounts used by vendors to access, support, or maintain system 
components to verify that accounts used by vendors for remote 
access are:

 § Disabled when not in use, and;

 § Enabled only when needed by the vendor, and disabled as soon 
as the required access is complete.

Allowing vendors to have 24/7 access into your network in case they 
need to support your systems increases the chances of unauthorized 
access, either from a user in the vendor’s environment or from a malicious 
individual who finds and uses this always-available external entry point 
into your network. Enabling access only for the time periods needed, and 
disabling it as soon as it is no longer needed, helps prevent misuse of 
these connections.

Monitoring of vendor access provides assurance that vendors are 
accessing only the systems necessary and only during approved 
time frames.

Remote access users must be registered and 
authorized via the CMS. Once remote access 
is no longer required, the user account can be 
suspended via the CMS until remote access is 
required again. Usernames, passwords and pre-
shared keys are used as two-factor authentication 
for IPSec remote connections.

b) Interview personnel and observe processes to verify that vendor 
remote access accounts are monitored while being used.

8.1.6
Limit repeated access attempts by locking out the 
user ID after not more than six attempts.

a) Select a sample of system components and inspect system 
configuration settings to verify that authentication parameters 
are set to require that user accounts are locked out after not more 
than six invalid logon attempts.

Without account-lockout mechanisms in place, an attacker can 
continually attempt to guess a password through manual or automated 
tools (for example, password cracking), until they achieve success and 
gain access to a user’s account.

The Mako CMS blocks users after six incorrect 
login attempts.

b) Additional procedure for service providers: Review internal 
processes and customer/user documentation, and observe 
implemented processes to verify that non-consumer user 
accounts are temporarily locked-out after not more than six 
invalid access attempts.
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8.1.7
Set the lockout duration to a minimum of 30 
minutes or until an administrator enables the 
user ID.

For a sample of system components, inspect system configuration 
settings to verify that password parameters are set to require that 
once a user account is locked out, it remains locked for a minimum 
of 30 minutes or until a system administrator resets the account.

If an account is locked out due to someone continually trying to guess 
a password, controls to delay reactivation of these locked accounts 
stops the malicious individual from continually guessing the password 
(they will have to stop for a minimum of 30 minutes until the account 
is reactivated). Additionally, if reactivation must be requested, the 
Admin or help desk can validate that it is the actual account owner 
requesting reactivation.

Users are locked out of the Mako CMS after 
six incorrect login attempts, and must 
contact the Mako Support team to have their 
credentials unlocked.

8.1.8
If a session has been idle for more than 15 minutes, 
require the user to re-authenticate to re-activate 
the terminal or session.

For a sample of system components, inspect system configuration 
settings to verify that system/session idle time out features have 
been set to 15 minutes or less.

When users walk away from an open machine with access to critical 
system components or cardholder data, that machine may be used by 
others in the user’s absence, resulting in unauthorized account access 
and/or misuse.

The re-authentication can be applied either at the system level to protect 
all sessions running on that machine, or at the application level.

The Mako System will log out users out after 15 
minutes of inactivity. All other systems must be 
validated in accordance with the standard.

8.2
In addition to assigning a unique ID, ensure 
proper user-authentication management for non-
consumer users and administrators on all system 
components by employing at least one of the 
following methods to authenticate all users:

 § Something you know, such as a password or 
pass phrase;

 § Something you have, such as a token device or 
smart card, and;

 § Something you are, such as a biometric.

To verify that users are authenticated using unique ID and additional 
authentication (for example, a password/phrase) for access to the 
cardholder data environment, perform the following:

 § Examine documentation describing the authentication 
methods used, and;

 § For each type of authentication method used and for each 
type of system component, observe an authentication to verify 
authentication is functioning consistent with documented 
authentication methods.

These authentication methods, when used in addition to unique IDs, help 
protect users’ IDs from being compromised, since the one attempting 
the compromise needs to know both the unique ID and the password (or 
other authentication used). Note that a digital certificate is a valid option 
for “something you have” as long as it is unique for a particular user.

Since one of the first steps a malicious individual will take to compromise 
a system is to exploit weak or nonexistent passwords, it is important to 
implement good processes for authentication management.

Mako login procedures comply with this criteria 
through the use of two-factor authentication.

8.2.1
Using strong cryptography, render all 
authentication credentials (such as passwords/
phrases) unreadable during transmission and 
storage on all system components.

a) Examine vendor documentation and system configuration 
settings to verify that passwords are protected with strong 
cryptography during transmission and storage.

Many network devices and applications transmit unencrypted, 
readable passwords across the network and/or store passwords without 
encryption. A malicious individual can easily intercept unencrypted 
passwords during transmission using a “sniffer,” or directly access 
unencrypted passwords in files where they are stored, and use this data 
to gain unauthorized access.

The Mako System protects passwords during 
transmission using TLS.

b) For a sample of system components, examine password files to 
verify that passwords are unreadable during storage.

Mako’s password storage files are examined buy an 
independent QSA as part our annual PCI DSS audit.

c) For a sample of system components, examine data transmissions 
to verify that passwords are unreadable during transmission.

Mako’s password transmission protocols are 
examined as part of our PCI DSS SS auditing.

8.2.2
Verify user identity before modifying any 
authentication credential—for example, 
performing password resets, provisioning new 
tokens, or generating new keys.

Examine authentication procedures for modifying authentication 
credentials and observe security personnel to verify that, if a user 
requests a reset of an authentication credential by phone, e-mail, 
web, or other non-face-to-face method, the user’s identity is verified 
before the authentication credential is modified.

Many malicious individuals use “social engineering”—for example, calling 
a help desk and acting as a legitimate user—to have a password changed 
so they can utilize a user ID. Consider use of a “secret question” that only 
the proper user can answer to help administrators identify the user prior 
to re-setting or modifying authentication credentials.

The Mako System verifies all IDs before performing 
password resets. All other systems must be 
validated in accordance with the standard.

8.2.3
Passwords/phrases must meet the following:

 § Require a minimum length of at least 
seven characters, and;

 § Contain both numeric and 
alphabetic characters.

Alternatively, the passwords/phrases must have 
complexity and strength at least equivalent to the 
parameters specified above.

a) For a sample of system components, inspect system 
configuration settings to verify that user password parameters 
are set to require at least the following strength/complexity:

 § Require a minimum length of at least seven characters, and;

 § Contain both numeric and alphabetic characters.

Strong passwords/phrases are the first line of defense into a network 
since a malicious individual will often first try to find accounts with weak 
or non-existent passwords. If passwords are short or simple to guess, it is 
relatively easy for a malicious individual to find these weak accounts and 
compromise a network under the guise of a valid user ID.

This requirement specifies that a minimum of seven characters and 
both numeric and alphabetic characters should be used for passwords/
phrases. For cases where this minimum cannot be met due to technical 
limitations, entities can use “equivalent strength” to evaluate their 
alternative. NIST SP 800-63-1 defines “entropy” as “a measure of the 
difficulty of guessing or determining a password or key.” This document 
and others that discuss “password entropy” can be referred to for 
more information on applicable entropy value and for understanding 
equivalent password strength variability for passwords/phrases of 
different formats.

The Mako CMS evaluates passwords during 
their creation to ensure minimum alphanumeric 
complexity. Passwords must be alphanumeric and 
at least eight characters long and contain at least 
three ‘special’ characters. All other systems must be 
validated in accordance with the standard.

b) Additional procedure for service providers: Review internal 
processes and customer/user documentation to verify that 
non-consumer user passwords are required to meet at least the 
following strength/complexity:

 § Require a minimum length of at least seven characters, and;

 § Contain both numeric and alphabetic characters.
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8.2.4
Change user passwords/pass-phrases at least every 
90 days.

a) For a sample of system components, inspect system 
configuration settings to verify that user password parameters 
are set to require users to change passwords at least every 
90 days.

Passwords/phrases that are valid for a long time without a change 
provide malicious individuals with more time to work on breaking the 
password/phrase.

The Mako System proactively forces users to 
change their password every 90 days.

b) Additional procedure for service providers: Review internal 
processes and customer/user documentation to verify that:

 § Non-consumer user passwords are required to change 
periodically; and

 § Non-consumer users are given guidance as to when, and under 
what circumstances, passwords must change.

8.2.5
Do not allow an individual to submit a new 
password/phrase that is the same as any of the last 
four passwords/phrases he or she has used.

a) For a sample of system components, obtain and inspect system 
configuration settings to verify that password parameters are set 
to require that new passwords cannot be the same as the four 
previously used passwords.

If password history isn’t maintained, the effectiveness of changing 
passwords is reduced, as previous passwords can be reused over and 
over. Requiring that passwords cannot be reused for a period of time 
reduces the likelihood that passwords that have been guessed or brute-
forced will be used in the future.

The Mako System does not allow users to re-use 
their past four passwords.

b) Additional Procedure for service providers, review internal 
processes and customer/user documentation to verify that 
new non-consumer user passwords cannot be the same as the 
previous four passwords

8.2.6
Set passwords/phrases for first-time use and upon 
reset to a unique value for each user, and change 
immediately after the first use.

Examine password procedures and observe security personnel to 
verify that first-time passwords for new users, and reset passwords 
for existing users, are set to a unique value for each user and 
changed after first use.

If the same password is used for every new user, an internal user, former 
employee, or malicious individual may know or easily discover this 
password, and use it to gain access to accounts.

First-time passwords and password resets are given 
a unique value and are time-sensitive for extra 
protection in the Mako System. All other systems 
must be validated in accordance with the standard.

8.3
Incorporate two-factor authentication for remote 
network access originating from outside the 
network by personnel (including users and 
administrators) and all third parties, (including 
vendor access for support or maintenance).

Note: Two-factor authentication requires that 
two of the three authentication methods (see 
Requirement 8.2 for descriptions of authentication 
methods) be used for authentication. Using 
one factor twice (for example, using two 
separate passwords) is not considered two-
factor authentication. Examples of two-factor 
technologies include remote authentication and 
dial-in service (RADIUS) with tokens; terminal 
access controller access control system (TACACS) 
with tokens; and other technologies that facilitate 
two-factor authentication.

a) Examine system configurations for remote access servers and 
systems to verify two-factor authentication is required for:

 § All remote access by personnel, and;

 § All third-party/vendor remote access (including access 
to applications and system components for support or 
maintenance purposes).

Two-factor authentication requires two forms of authentication for 
higher-risk accesses, such as those originating from outside the network.

This requirement is intended to apply to all personnel—including general 
users, administrators, and vendors (for support or maintenance) with 
remote access to the network—where that remote access could lead to 
access to the cardholder data environment.

If remote access is to an entity’s network that has appropriate 
segmentation, such that remote users cannot access or impact the 
cardholder data environment, two-factor authentication for remote 
access to that network would not be required. However, two-factor 
authentication is required for any remote access to networks with access 
to the cardholder data environment, and is recommended for all remote 
access to the entity’s networks.

Remote access users must be registered and 
authorized via the CMS. Once remote access 
is no longer required, the user account can be 
suspended via the CMS until remote access is 
required again. Usernames, passwords and pre-
shared keys are used as two-factor authentication 
for IPSec remote connections.

b) Observe a sample of personnel (for example, users and 
administrators) connecting remotely to the network and verify 
that at least two of the three authentication methods are used.

8.4
Document and communicate authentication 
procedures and policies to all users including:

 § Guidance on selecting strong 
authentication credentials;

 § Guidance for how users should protect their 
authentication credentials;

 § Instructions not to reuse previously 
used passwords, and;

 § Instructions to change passwords if there is any 
suspicion the password could be compromised.

a) Examine procedures and interview personnel to verify that 
authentication procedures and policies are distributed to 
all users.

Communicating password/authentication procedures to all users helps 
those users understand and abide by the policies.

For example, guidance on selecting strong passwords may include 
suggestions to help personnel select hard-to-guess passwords that don’t 
contain dictionary words, and that don’t contain information about the 
user (such as the user ID, names of family members, date of birth, etc.). 
Guidance for protecting authentication credentials may include not 
writing down passwords or saving them in insecure files, and being alert 
for malicious individuals who may attempt to exploit their passwords (for 
example, by calling an employee and asking for their password so the 
caller can “troubleshoot a problem”).

Instructing users to change passwords if there is a chance the password 
is no longer secure can prevent malicious users from using a legitimate 
password to gain unauthorized access.

This item is the merchant’s responsibility.

b) Review authentication procedures and policies that are 
distributed to users and verify they include:

 § Guidance on selecting strong authentication credentials;

 § Guidance for how users should protect their 
authentication credentials;

 § Instructions for users not to reuse previously 
used passwords, and;

 § That users should change passwords if there is any suspicion the 
password could be compromised.

This item is the merchant’s responsibility.

c) Interview a sample of users to verify that they are familiar with 
authentication procedures and policies.

This item is the merchant’s responsibility.
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8.5
Do not use group, shared, or generic IDs, 
passwords, or other authentication methods 
as follows:

 § Generic user IDs are disabled or removed;

 § Shared user IDs do not exist for system 
administration and other critical functions, and;

 § Shared and generic user IDs are not used to 
administer any system components.

a) For a sample of system components, examine user ID lists to 
verify the following:

 § Generic user IDs are disabled or removed;

 § Shared user IDs for system administration activities and other 
critical functions do not exist, and;

 § Shared and generic user IDs are not used to administer any 
system components.

If multiple users share the same authentication credentials (for example, 
user account and password), it becomes impossible to trace system 
access and activities to an individual. This in turn prevents an entity from 
assigning accountability for, or having effective logging of, an individual’s 
actions, since a given action could have been performed by anyone in 
the group that has knowledge of the authentication credentials.

Merchants should not create, use or share generic 
accounts for system access.

b) Examine authentication policies/procedures to verify that use of 
group and shared IDs and/or passwords or other authentication 
methods are explicitly prohibited.

This item is the merchant’s responsibility.

c) Interview system administrators to verify that group and shared 
IDs and/or passwords or other authentication methods are not 
distributed, even if requested.

This item is the merchant’s responsibility.

8.6
Where other authentication mechanisms are 
used (for example, physical or logical security 
tokens, smart cards, certificates, etc.), use of these 
mechanisms must be assigned as follows:

 § Authentication mechanisms must be assigned 
to an individual account and not shared among 
multiple accounts, and;

 § Physical and/or logical controls must be in place 
to ensure only the intended account can use 
that mechanism to gain access.

a) Examine authentication policies and procedures to verify that 
procedures for using authentication mechanisms such as 
physical security tokens, smart cards, and certificates are defined 
and include:

 § Authentication mechanisms are assigned to an individual 
account and not shared among multiple accounts, and;

 § Physical and/or logical controls are defined to ensure only the 
intended account can use that mechanism to gain access.

If user authentication mechanisms such as tokens, smart cards, and 
certificates can be used by multiple accounts, it may be impossible to 
identify the individual using the authentication mechanism. Having 
physical and/or logical controls (for example, a PIN, biometric data, or 
a password) to uniquely identify the user of the account will prevent 
unauthorized users from gaining access through use of a shared 
authentication mechanism.

This item is the merchant’s responsibility.

b) Interview security personnel to verify authentication 
mechanisms are assigned to an account and not shared among 
multiple accounts.

This item is the merchant’s responsibility.

c) Examine system configuration settings and/or physical controls, 
as applicable, to verify that controls are implemented to 
ensure only the intended account can use that mechanism to 
gain access.

This item is the merchant’s responsibility.

8.7
All access to any database containing cardholder 
data (including access by applications, 
administrators, and all other users) is restricted 
as follows:

 § All user access to, user queries of, and user 
actions on databases must be through 
programmatic methods;

 § Only database administrators have the ability to 
directly access or query databases, and;

 § Application IDs for database applications 
can only be used by the applications (and 
not by individual users or other non-
application processes).

a) Review database and application configuration settings and 
verify that all users are authenticated prior to access.

Without user authentication for access to databases and applications, 
the potential for unauthorized or malicious access increases, and such 
access cannot be logged since the user has not been authenticated and 
is therefore not known to the system. Also, database access should be 
granted through programmatic methods only (for example, through 
stored procedures), rather than via direct access to the database by end 
users (except for DBAs, who may need direct access to the database for 
their administrative duties).

The Mako System does not store cardholder data. 
All other systems must be validated in accordance 
with the standard.b) Examine database and application configuration settings to 

verify that all user access to, user queries of, and user actions 
on (for example, move, copy, delete), the database are through 
programmatic methods only (for example, through stored 
procedures).

c) Examine database access control settings and database 
application configuration settings to verify that user 
direct access to or queries of databases are restricted to 
database administrators.

d) Examine database access control settings, database application 
configuration settings, and the related application IDs to verify 
that application IDs can only be used by the applications (and not 
by individual users or other processes).

8.8
Ensure that security policies and operational 
procedures for identification and authentication 
are documented, in use, and known to all 
affected parties.

Examine documentation interview personnel to verify that 
security policies and operational procedures for identification 
and authentication are documented, in use, and known to all 
affected parties.

Personnel need to be aware of and following security policies and 
operational procedures for managing identification and authorization on 
a continuous basis.

This item is the merchant’s responsibility.
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Section Ten:
Track and monitor all access to network resources and cardholder data
10.1
Implement audit trails to link all access to system 
components to each individual user.

Verify, through observation and interviewing the system 
administrator, that:

 § Audit trails are enabled and active for system components, and;

 § Access to system components is linked to individual users.

It is critical to have a process or system that links user access to system 
components accessed. This system generates audit logs and provides the 
ability to trace back suspicious activity to a specific user.

All access to Mako System components is 
recorded and linked to individual users. Other CDE 
system component access must be recorded by 
the merchant.

10.2
Implement automated audit trails for all system 
components to reconstruct the following events:

Through interviews of responsible personnel, observation of audit 
logs, and examination of audit log settings, perform the following:

Generating audit trails of suspect activities alerts the system 
administrator, sends data to other monitoring mechanisms (like intrusion 
detection systems), and provides a history trail for post-incident follow-
up. Logging of the following events enables an organization to identify 
and trace potentially malicious activities.

The Mako CMS logs and records many types of user 
access and actions, as described below.

10.2.1
 § All individual user accesses to cardholder data;

 § Verify all individual access to cardholder data is logged; Malicious individuals could obtain knowledge of a user account with 
access to systems in the CDE, or they could create a new, unauthorized 
account in order to access cardholder data. A record of all individual 
accesses to cardholder data can identify which accounts may have been 
compromised or misused.

This item is the merchant’s responsibility. Mako 
recommends that merchants avoid storing 
cardholder data if possible.

10.2.2
 § All actions taken by any individual with root or 

administrative privileges;

 § Verify all actions taken by any individual with root or 
administrative privileges are logged;

Accounts with increased privileges, such as the “administrator” or “root” 
account, have the potential to greatly impact the security or operational 
functionality of a system. Without a log of the activities performed, an 
organization is unable to trace any issues resulting from an administrative 
mistake or misuse of privilege back to the specific action and individual.

The Mako System logs all administrative actions for 
the components of the System. All other systems 
must be validated in accordance with the standard.

10.2.3
 § Access to all audit trails;

 § Verify access to all audit trails is logged, and; Malicious users often attempt to alter audit logs to hide their actions, and 
a record of access allows an organization to trace any inconsistencies or 
potential tampering of the logs to an individual account. Having access 
to logs identifying changes, additions, and deletions can help retrace 
steps made by unauthorized personnel.

The Mako System restricts access to syslogs 
and audit trails to authenticated users. All other 
systems must be validated in accordance with 
the standard.

10.2.4
 § Invalid logical access attempts;

 § Verify invalid logical access attempts are logged. Malicious individuals will often perform multiple access attempts on 
targeted systems. Multiple invalid login attempts may be an indication of 
an unauthorized user’s attempts to “brute force” or guess a password.

The Mako System logs all invalid access attempts. 
All other systems must be validated in accordance 
with the standard.

10.2.5
 § Use of and changes to identification and 

authentication mechanisms—including but 
not limited to creation of new accounts and 
elevation of privileges—and all changes, 
additions, or deletions to accounts with root or 
administrative privileges;

a) Verify use of identification and authentication mechanisms 
is logged.

Without knowing who was logged on at the time of an incident, 
it is impossible to identify the accounts that may have been 
used. Additionally, malicious users may attempt to manipulate 
the authentication controls with the intent of bypassing them or 
impersonating a valid account.

The Mako System has identification and 
authentication mechanisms in place so that only 
authorized users with the correct permission can 
perform the duties / roles assigned to them. All 
other systems must be validated in accordance 
with the standard.

b) Verify all elevation of privileges is logged.

c) Verify all changes, additions, or deletions to any account with 
root or administrative privileges are logged.

10.2.6
 § Initialization, stopping, or pausing of the 

audit logs, and;

Verify the following are logged:

 § Initialization of audit logs, and;

 § Stopping or pausing of audit logs.

Turning the audit logs off (or pausing them) prior to performing illicit 
activities is a common practice for malicious users wishing to avoid 
detection. Initialization of audit logs could indicate that the log function 
was disabled by a user to hide their actions.

All audit logs are initialized on the start up of Mako 
services, with a secure copy of the logs stored on 
a separate secured server to prevent audit log 
tampering. All other systems must be validated in 
accordance with the standard.

10.2.7
 § Creation and deletion of system-level objects.

Verify creation and deletion of system level objects are logged. Malicious software, such as malware, often creates or replaces system 
level objects on the target system in order to control a particular function 
or operation on that system. By logging when system-level objects, such 
as database tables or stored procedures, are created or deleted, it will be 
easier to determine whether such modifications were authorized.

The Mako System logs creation, modification and 
deletion of system-level objects. All other systems 
must be validated in accordance with the standard.

10.3
Record at least the following audit trail entries for 
all system components for each event:

Through interviews and observation of audit logs, for each auditable 
event (from 10.2), perform the following:

By recording these details for the auditable events at 10.2, a potential 
compromise can be quickly identified, and with sufficient detail to know 
who, what, where, when, and how.

The Mako System logs these event datums:

 § User identification;

 § Type of event;

 § Date and time;

 § Success or failure outcomes, and;

 § Origination of event, including attributes such 
as automated or manual events and IP address.

All other systems must be validated in accordance 
with the standard.
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10.3.1

 § User identification
Verify user identification is included in log entries. As previously stated. The Mako System logs these event datums:

 § User identification;

 § Type of event;

 § Date and time;

 § Success or failure outcomes, and;

 § Origination of event, including attributes such 
as automated or manual events and IP address.

All other systems must be validated in accordance 
with the standard.

10.3.2
 § Type of event;

Verify type of event is included in log entries.

10.3.3
 § Date and time;

Verify date and time stamp is included in log entries.

10.3.4
 § Success or failure indication;

Verify success or failure indication is included in log entries.

10.3.5
 § Origination of event, and;

Verify origination of event is included in log entries.

10.3.6
 § Identity or name of affected data, system 

component, or resource.

Verify identity or name of affected data, system component, or 
resources is included in log entries.

10.4
Using time-synchronization technology, 
synchronize all critical system clocks and times 
and ensure that the following is implemented for 
acquiring, distributing, and storing time.

Note: One example of time synchronization 
technology is Network Time Protocol (NTP).

Examine configuration standards and processes to verify that time-
synchronization technology is implemented and kept current per 
PCI DSS Requirements 6.1 and 6.2.

Time synchronization technology is used to synchronize clocks on 
multiple systems. When clocks are not properly synchronized, it can be 
difficult, if not impossible, to compare log files from different systems 
and establish an exact sequence of event (crucial for forensic analysis in 
the event of a breach). For post-incident forensics teams, the accuracy 
and consistency of time across all systems and the time of each activity is 
critical in determining how the systems were compromised.

The Mako System (CMS and network appliances) 
are synchronized via NTP. All other systems must be 
validated in accordance with the standard.

10.4.1
Critical systems have the correct and 
consistent time.

a) Examine the process for acquiring, distributing and storing the 
correct time within the organization to verify that:

 § Only the designated central time servers receive time signals 
from external sources, and time signals from external sources are 
based on International Atomic Time or UTC;

 § Where there is more than one designated time server, the time 
servers peer with one another to keep accurate time, and;

 § Systems receive time information only from designated central 
time servers.

As previously stated. The Mako System (CMS and network appliances) 
are synchronized via NTP. All other systems must be 
validated in accordance with the standard.

10.4.1 (cont.) b) Observe the time-related system-parameter settings for a sample 
of system components to verify:

 § Only the designated central time servers receive time signals 
from external sources, and time signals from external sources are 
based on International Atomic Time or UTC;

 § Where there is more than one designated time server, the 
designated central time servers peer with one another to keep 
accurate time, and;

 § Systems receive time only from designated central time servers.

As previously stated. The Mako System (CMS and network appliances) 
are synchronized via NTP. All other systems must be 
validated in accordance with the standard.

10.4.2
Time data is protected.

a) Examine system configurations and time-synchronization 
settings to verify that access to time data is restricted to only 
personnel with a business need to access time data.

As previously stated. The Mako System stores a copy of all audit logs 
on a separate secured server to protect the time 
data of the audit logs. All other systems must be 
validated in accordance with the standard.b) Examine system configurations, time synchronization settings 

and logs, and processes to verify that any changes to time 
settings on critical systems are logged, monitored, and reviewed.

10.4.3
Time settings are received from industry-accepted 
time sources.

Examine systems configurations to verify that the time servers 
accept time updates from specific, industry-accepted external 
sources (to prevent a malicious individual from changing the clock). 
Optionally, those updates can be encrypted with a symmetric key, 
and access control lists can be created that specify the IP addresses 
of client machines that will be provided with the time updates (to 
prevent unauthorized use of internal time servers).

As previously stated. The Mako System is synchronized via NTP servers 
to have correct and consistent time. All other 
systems must be validated in accordance with 
the standard.

10.5
Secure audit trails so they cannot be altered.

Interview system administrators and examine system configurations 
and permissions to verify that audit trails are secured so that they 
cannot be altered as follows:

Often a malicious individual who has entered the network will attempt 
to edit the audit logs in order to hide their activity. Without adequate 
protection of audit logs, their completeness, accuracy, and integrity 
cannot be guaranteed, and the audit logs can be rendered useless as an 
investigation tool after a compromise.

Mako System audit logs can only be accessed by 
authorized users, with a secure copy of the logs 
stored on a separately secured server to prevent 
audit log tampering. All other systems must be 
validated in accordance with the standard.
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10.5.1
Limit viewing of audit trails to those with a job-
related need.

 § Only individuals who have a job-related need can view audit 
trail files;

Adequate protection of the audit logs includes strong access control 
(limit access to logs based on “need to know” only), and use of physical or 
network segregation to make the logs harder to find and modify.

Promptly backing up the logs to a centralized log server or media that is 
difficult to alter keeps the logs protected even if the system generating 
the logs becomes compromised.

Mako System audit trails can only be accessed 
by authorized users. All other systems must be 
validated in accordance with the standard.

10.5.2
Protect audit trail files from 
unauthorized modifications.

 § Current audit trail files are protected from unauthorized 
modifications via access control mechanisms, physical 
segregation, and/or network segregation;

10.5.3
Promptly back up audit trail files to a centralized 
log server or media that is difficult to alter.

 § Current audit trail files are promptly backed up to a centralized 
log server or media that is difficult to alter;

Audit trail files are securely stored on a separate 
Mako Networks server.

10.5.4
Write logs for external-facing technologies 
onto a secure, centralized, internal log server or 
media device.

 § Logs for external-facing technologies (for example, wireless, 
firewalls, DNS, mail) are written onto a secure, centralized, 
internal log server or media, and;

By writing logs from external-facing technologies such as wireless, 
firewalls, DNS, and mail servers, the risk of those logs being lost or altered 
is lowered, as they are more secure within the internal network.

Logs may be written directly, or off-loaded or copied from external 
systems, to the secure internal system or media.

Mako System audit trails can only be accessed 
by authorized users. All other systems must be 
validated in accordance with the standard.

10.5.5
Use file-integrity monitoring or change-detection 
software on logs to ensure that existing log data 
cannot be changed without generating alerts 
(although new data being added should not cause 
an alert).

 § Examine system settings, monitored files, and results from 
monitoring activities to verify the use of file-integrity monitoring 
or change-detection software on logs.

File-integrity monitoring or change-detection systems check for changes 
to critical files, and notify when such changes are noted. For file-integrity 
monitoring purposes, an entity usually monitors files that don’t regularly 
change, but when changed indicate a possible compromise.

The Mako System records each entry in the audit 
log with a signed checksum to prevent tampering. 
All other systems must be validated in accordance 
with the standard.

10.6
Review logs and security events for all 
system components to identify anomalies or 
suspicious activity.

Note: Log harvesting, parsing, and alerting tools 
may be used to meet this requirement.

Perform the following: Many breaches occur over days or months before being detected. 
Checking logs daily minimizes the amount of time and exposure of a 
potential breach.

Regular log reviews by personnel or automated means can identify 
and proactively address unauthorized access to the cardholder 
data environment.

The log review process does not have to be manual. The use of log 
harvesting, parsing, and alerting tools can help facilitate the process by 
identifying log events that need to be reviewed.

Mako System server logs are reviewed on a daily 
basis. All other systems must be validated in 
accordance with the standard.

10.6.1
Review the following at least daily:

 § All security events;

 § Logs of all system components that store, 
process, or transmit CHD and/or SAD, or that 
could impact the security of CHD and/or SAD;

 § Logs of all critical system components, and;

 § Logs of all servers and system components 
that perform security functions (for example, 
firewalls, intrusion-detection systems/intrusion-
prevention systems (IDS/IPS), authentication 
servers, e-commerce redirection servers, etc.)

a) Examine security policies and procedures to verify that 
procedures are defined for reviewing the following at least daily, 
either manually or via log tools:

 § All security events;

 § Logs of all system components that store, process, or transmit 
CHD and/or SAD, or that could impact the security of CHD and/
or SAD;

 § Logs of all critical system components, and;

 § Logs of all servers and system components that perform 
security functions (for example, firewalls, intrusion-detection 
systems/intrusion-prevention systems, authentication servers, 
e-commerce redirection servers, etc.)

Many breaches occur over days or months before being detected. 
Checking logs daily minimizes the amount of time and exposure of a 
potential breach.

Daily review of security events—for example, notifications or alerts 
that identify suspicious or anomalous activities—as well as logs from 
critical system components, and logs from systems that perform 
security functions, such as firewalls, IDS/IPS, file-integrity monitoring 
(FIM) systems, etc. is necessary to identify potential issues. Note that the 
determination of “security event” will vary for each organization and may 
include consideration for the type of technology, location, and function 
of the device. Organizations may also wish to maintain a baseline of 
“normal” traffic to help identify anomalous behavior.

Mako System server logs are reviewed on a daily 
basis. All other systems must be validated in 
accordance with the standard.

10.6.1 (cont.) b) Observe processes and interview personnel to verify that the 
following are reviewed at least daily:

 § All security events;

 § Logs of all system components that store, process, or transmit 
CHD and/or SAD, or that could impact the security of CHD and/
or SAD;

 § Logs of all critical system components, and;

 § Logs of all servers and system components that perform 
security functions (for example, firewalls, intrusion-detection 
systems/intrusion-prevention systems, authentication servers, 
e-commerce redirection servers, etc.)

As previously stated. Mako System server logs are reviewed on a daily 
basis. All other systems must be validated in 
accordance with the standard.
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10.6.2
Review logs of all other system components 
periodically based on the organization’s policies 
and risk management strategy, as determined by 
the organization’s annual risk assessment.

a) Examine security policies and procedures to verify that 
procedures are defined for reviewing logs of all other system 
components periodically–either manually or via log tools–based 
on the organization’s policies and risk management strategy.

Logs for all other system components should also be periodically 
reviewed to identify indications of potential issues or attempts to gain 
access to sensitive systems via less-sensitive systems. The frequency of 
the reviews should be determined by an entity’s annual risk assessment.

This item is the merchant’s responsibility.

b) Examine the organization’s risk assessment documentation 
and interview personnel to verify that reviews are performed 
in accordance with organization’s policies and risk 
management strategy.

10.6.3
Follow up exceptions and anomalies identified 
during the review process.

a) Examine security policies and procedures to verify that 
procedures are defined for following up on exceptions and 
anomalies identified during the review process.

If exceptions and anomalies identified during the log-review process 
are not investigated, the entity may be unaware of unauthorized 
and potentially malicious activities that are occurring within their 
own network.

This item is the merchant’s responsibility.

b) Observe processes and interview personnel to verify that follow-
up to exceptions and anomalies is performed.

10.7
Retain audit trail history for at least one year, with 
a minimum of three months immediately available 
for analysis (for example, online, archived, or 
restorable from backup).

a) Examine security policies and procedures to verify that they 
define the following:

 § Audit log retention policies, and;

 § Procedures for retaining audit logs for at least one year, with a 
minimum of three months immediately available online.

Retaining logs for at least a year allows for the fact that it often takes 
a while to notice that a compromise has occurred or is occurring, and 
allows investigators sufficient log history to better determine the length 
of time of a potential breach and potential systems impacted. By having 
three months of logs immediately available, an entity can quickly identify 
and minimize impact of a data breach. Storing logs in off-line locations 
could prevent them from being readily available, resulting in longer 
time frames to restore log data, perform analysis, and identify impacted 
systems or data.

This item is the merchant’s responsibility.

b) Interview personnel and examine audit logs to verify that audit 
logs are available for at least one year.

c) Interview personnel and observe processes to verify that at 
least the last three months’ logs can be immediately restored 
for analysis.

10.8
Ensure that security policies and operational 
procedures for monitoring all access to network 
resources and cardholder data are documented, in 
use, and known to all affected parties.

Examine documentation interview personnel to verify that security 
policies and operational procedures for monitoring all access to 
network resources and cardholder data are documented, in use, and 
known to all affected parties.

Personnel need to be aware of and following security policies and daily 
operational procedures for monitoring all access to network resources 
and cardholder data on a continuous basis.

This item is the merchant’s responsibility.


